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DAMO-TAO 19 July 1972

MEMORANDUM THRU: -CHIEF,-SECURITY OPERATIONS DIVISION d ""dljt"cmr /2'0 JUL 1972
FOR' DIRECTOR, INTERNATIONAL AND CIVIL AFFAIRS '

SUBJECT: Urban Insurgency

1. Introduction.

a. In your 10 Jul 72 memorandum to me, subjects "Project for Active
Duty Trainiag;" you directed me:

(1) To determine what changes, if any, are necessary in US Army '
doctrine respecting urban insurgency, and

(2) To outline a study effort to effect appropriate changes.

b. I have conferred with the individuals listed in your memorandum,
have reviewed thé selected references and study work similarly recommended,
and have held informal discussions with knowledgeable CIA associates.

¢. The short answers to the two tasks listed above are:

L
(1) Existing US Army doctrine respecting insurgency is sound; it needs

- to be supplemented by detailed doctrinal stagements particularized for the

urban situation, and by tactical principles to provide guidance for the
conduct of operations to identify, prevent and counter urban insurgency.

(2) The above task can best be performed by the creation, in the FM
3l-series, of an authoritative text, This effort can be successfully
undertaken by in-house Army assets pursuing allocated sub-tasks as suggested
hereinafter.

2. Discussion.

a. Basic US Army doctrine pertinent to urban insurgency is contained
in € FM 100-20, "Field Service Regulations: Internal Defense and )
Development (IDAD)," May 1967. Although dated in some respects (revisions
needed aremainly those to update changes over the past five years in US
organization - Chapter 5 - and in national policy - the Nixom Doctrine),
M 100-20 remains entirely valid in its general statements of overall
policy and broad doctrine; vyz 3
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(1) '"Strengthening of police agencies, the first line of defense, and
reorientation or increcased emphasis on certain basic police control techniques
to diminish the insurgent threat, are prerequisite to the conduct of
successful government operations...." (3-7b)

(2) "The police should be expanded and reorganized as required to support .
; the increased populace and resources control effort, the intelligence
' effort, and restoration of law and order to. planned priority areas.
Paramilitary forces may be organized or expanded to supplement the police
or regular military forces." (3-8b)

{(3) "CIA is responsibleﬁ%fother activities as directed." (5-2b)

(4) "AID...plans and implements programs...to maximize the capability
"of civil police.”" (5-4b)

(5) '"DOD develops friendly paramilitary or police forces...or
strengthens existing organizations." (5-6)

(6) "DOD...develops military doctrine for stability operations.”
{5-6¢)

(7) "Specific responsi bility of the Army in stability operations:
develop...the doctrine, tactics, procedures, techniques, and equipment
to be used...." (6-2b)

(8) "'The Army...supports AID through direct liaison at national and
field level. Army personnel support AID operations by administering the
aspects of the MAP program that bearc#..military and paramilitary, police
activity.” (6-3g)

(9) "US support of civil police forces normally will be accomplished
through AID. Paramilitary police forces may be supported through MAP."
i (6-7c) '

() "AID has primary responsibility for coordinating US support to
civil and some paramilitary police. DOD also provides training, when
approprlate, for paramilitary and-military forces which support police
operations." ({6-1llc)

: (11) "Local and regional police are used to assist in establishing
f and maintaining order in urban areas.'"” (7-6e)

b. Necessarily broad, these and similar doctrines set forth in FM
: 100-20 do not particularize the urban situation, the only specific allusion
; to which is contained in the passage quoted in (11) above. Nevertheless, FM
100-20 constitutes a sufficient broad framework for development of detailed
doctrine, and indeed invites such development in the passages quoted in
(6) and (7) above.
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¢. There have been at least two abortive attempts in recent years to
produce authoritative doctrine on urban insurgency. One, described in
your memorandum, attempted the external research route, which was deemed
inappropriate. The other, launched in 1968, attempted to have USACDC
develop a single FM on the subject. This latter effort has had a pathetically
ianconclusive history. A year was first consumed in approving a USACDC
counter-proposal that specified existing FM's be revised, rather than treating
urban insurgency in a separate FM. Three more years have now elapsed and
wone of the proposed revisions have yet been published. A June 72 "Final
Draft Manuscript"of FM 31-23, incorporating some agreed changes does exist,
but "does not reflect final approval of DA." Nor does it cover much of
the material outlined in the original CDC proposal.

d. It is my firm opinion that the initial DCSOPS concept of a single
TM devoted to urban insurgeacy was sound. I feel ODCSOPS erred in its
4 Jun 69 acceptance of USACDC's alternative, and specifically that the
following ODCSOPS comment was in error:

"Dye to the relevancy of urban warfare doctrine for counterguerrilla
and stability operations, and for combat in fortified and built-up areas,
it is felt that the multiple manual approach would provide a broader
exposure of the desired doctrinme and facilitate its availability to users.”

L]
This formula assumes two errors. It accepts the notion that the single FM

"and the multiple approach are mutually exclusive, which they of course are

not. It also adopts the phrase urban warfare, as substituted by USACDC
for the initial charge to get on with urban insurgency, and thus sets the
tone for all which followed, in which process the problem became diffused
into the whole field of combat in towns.

e. It is now time to return to the original 1968 proposition. If,
meanwhile, USACDC ever does get around to inserting urban insurgency matters
into other related FMs, all to the good. But a separate integral manual on
urban insurgency is every bit as needed now as it ever has been, and should
be produced forthwith. :

f. There is no lack of pertihent material. In fact the problem
is rather one of culling the available literature to extract the best. A
good start in this direction has been made:

(1) ?quxant,ﬂxbaanuerrillamTactiCs:¢,AwBibliegraphy," Francigs
M. Watson, Jr. (CRESS/CINFAC), Sep 1970.

(2) "@EgzﬂpoqgggggﬂgpmypygpJpqunterinsgrgggpy," a May 72 Active Duty
Trainiag Project by MOBDES MAF Sellers, with Anx A, "Collected References.
and Commeats as to Relevance to Urban Counterinsurgency Doctrine.”

3
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(3) "A Selected Aunotated Bibliography on Urban Low-Intensity Conflict,"
Battelle, 12 Jan 72 (C).

These three annotated bibf{ographies, and the better of the works they list,
shaid provide all that is needed to describe urban insurgency and 1its

causative factors. ; : Y

g What is more difficult to come by is source material on the Army's

role in countering urban insurgency. Available reports on the Vietnam

urban aspects of TET 68 and WINI-TET" (May 68) should be reviewed. Army
contributions to PHOENIX, with special reference to PHOENIX in the major
Vietnam cities, should also be culled. The POI's worked up at USARSA for
the Seminar on Urban Watfare (0-7) and the old Irregular Warfare Orientation
Course (06-A) offer leads to preventive measures.

h. What is most difficult of all is to achieve AID and CIA ianput
designed to flesh out the generalized statements in FM 100-20 such as those
quotes in 2a (3) and (4) above. Here it would seem desirable to seek drafting
assistance from those two agencies, perhaps best done after all other sections
of the new FM have been drafted and are available.

i. A word should be said at this point about the real, or at least alledged
sensitivity of this subject, Concern that the Army's interest therein would
be misconstrued as'a domestic concern seems to have conditioned the 1970 T
turn-down of the proposal to contract out a study of the problem and is
~ probably still a factor. Whether or not such concern is justified, the
| decision was all to the good, for yet another "study" would probably not
; ' have filled the bill. The production of an FM would,even if it were
classified "Confidential," and if meaningful input from CIA is to be obtained,
it will probably be necessary to resort to classification anyway. So for
both purposes, protection from domestic outcry and inclusion of somewhat
sensitive information, it is prudent to think in terms of a classified FM,
in order to get on with a meaningful production.

j. Another word is in order on nomenclature. It has been noted above-
that the phrase-turn from ''urban insurgency' to "urban warfare'" badly side tracked
the first FM proposal. Now that "TpAD“has become a term of art, it might
be well to think of the new FMs title as a take~off from FM 31-22, "Internal
De fense/Deve lopment Operations, US Army Doctrine." Perhaps what we are striviang
for could be entitled: (C) FM 31-22A, "Internal Defense/Development Operations -
Urban Areas" (U). On the other hand if FM 31-23, "Stability Operations -
US Army Doctrine’ even achieves DA approval, it would supersede FM 31912,
12 Nov 63 and (S) FM 31-22A, 22 Nov 63. Alternatively, a supplement fo ™M
31-16, "Counterguerrilla Operations,” could be produced as (C) M 31-164,.

"Counterguerrilla Operations - Urban Areas." '

| - X
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3., Study Effort and Allocation of Sub-Tasks.

a. On-going Efforts.

(1) ARPA is grinding out a study of '"Military Operations in Built
up Areas," originated 1 Oct 71. This title efiphemistically covers some
material on urban insurgency,and hence the effort should be kept under review
for whatever use can be made of the relevant materials it generates. But
it will be long in gestation, will be somewhat broad brush and theoretical
in content, and (most importantly) will lack the authenticity implicit im an
approved FM. It should not therefore, be viewed as an answer to the problem.

(2) AIR has produced some police studies (typical is a May 72 pamphlet
on the police of India, Guatamala, Bolivia and Thailand) .which should be
reviewed for possible relevance to the required FM. AIR also made a presenta=
tion to the recent MORS Symposium's panel on urban insurgency. The results
of that panel's effort should shortly be available to JCS J3 DOCSA (COL
Norman or COL Birch), and should be reviewed.

{(3) Carlisle's Strategic Studies Institute will be assigning a 2/4 man
team to a project "Service Roles in Providing Assistance to Allies Under
the Nixon Doctrine" in December. This effort may be a vehicle for
additional broad-brush treatment of urban insurgency.

(4) Individual authors continue to produce works bearing oun the
problem. One such, better than most, is '"Urban Guerrillas, the New
Face of Political Violence," by Robert Moss (Loadon: Temple Smith, 1972).
Such productions should be reviewed while the FM is in process to assure
inclusion of up-~to-date information and examples.

b, Proposed Study Effort.

Since none of the above ongoing efforts bids fair to solve the need
an in-house DA effort 1is proposed, with allocation of sub-tasks as follows:.

(1) ODCSOPS MOBDES. A forthcoming MOBDES to IA should be assiguned a
project for Active Duty training which would require him to:

{a) Pull together in one location the full texts of the better works
listed in the bibliographies above. :
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(b) Research available DA histories and accounts bearing upon MACV
activities in Vietnam urban areas 1965 to date, with special emphasis on
TET and MINI-TET 68,

(2) FM Drafting Team. Realizing that T/0 manpower available to IA is
so sufficiently engaged in current business as to prevent undertaking the
task of drafting the required FM, it is suggested that a two-man team, ,
consisting of a junior active duty officer at Ft Bragg and a senior retired
' officer be formed. The model would be the comparable group which created
: the FARSEA "Guerrilla Handbook." The materials collected as a result of (1)
above should be gathered at Bragg, where the junior member of the team could
commence drafting. The contractretiree, available for up to 90 days,
could review drafts and improve them on the basis of his experience.

% (3) When a semi-finished draft is at hand, TA SO UW could make it
available to AID/PSD and CIA | | for addition of material pertineant
to those two agencies. ‘ 25X1 - :

(4) The final IA draft could then be vetted through ODCSOPS for forwarding
to CDC with an updated version of the initial 1968 request for the prompt
completion of a fiaished FM on urban insurgency.

4. Recommendation. That the above be approved as a method of proceeding
- to produce an Army Field Manual on Urban Insurgency.

; ‘ R. D. DRAIN
‘ | COL, AR-USAR

6
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THE PROBLEM OF URBAN INSURGENCY

EXECUTIVE SUMMARY

SECTION I: INTRODUCTION

1. Purpose of Study. The study of urban insurgency was undertaken for the

. following purposes:

a. To identify the characteristics of urban insurgency and the military
aspects of its containment.

b. To determine whether or not revolutionary conflict is shifting
from rural guerrilla warfare to urban insurgency.

¢c. To determine whether or not current US Army doctrine will be
adequate for coping with urban insurgency.

2. Assumptions and Restraints. The study does not examine the containment
of urban insurgency within the US. Nor does it consider the possible conduct
of urban insurgency operations by US forces within the context of an
unconventlonal warfare mission,

3. Methodology. The study is based on the examination of revolutionary.
texts, the analysis of current revolutionary doctrine and a case-study
survey of 43 recent examples of urban insurgency, such as Algiers (1956-
59), Montevideo (1963-70) and Belfast (1967-73). Approximately 100
books, articles and films are cited in the bibliography.

4. Organization of Study Results. The study is organized into three
sections of three chapters each. Section I deals with revolutionary
theory, modern urbanization and current revolutionary doctrine. Section
IT outlines the organizational and operational characteristics of an
urban underground. Section III examines US defense policy, identifies
the tactical principles necessary for success in urban counterinsurgency
operations, and provides solutions to the problems associated with the
conduct of such operations. A detailed table of contents is provided

at Tab A,

/

/

}'SECTION II: MAJOR CONCLUSIONS "

¢

i, The Nature of the Problem. The study yields six ma jor conclusions
with regard to the problem of urban insurgency:
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a. Because of the rapid urbanization of the modern world and
because of the political unrest associated with such urbanization,
insurgency within metropolitan areas is likely to increase. Subversive
literature currently being circulated throughout the world emphasizes
the vulnerability of the urban area.

b. Urban insurgency differs from rural insurgency in its emphasis
upon techniques of provocation., It concentrates on tactics which will
provoke overreaction by the government and arouse public opinion against
the government. Emphasizing terrorism, it does not rely upon the
development and maintenance of large guerrilla bands to achieve
revolution. '

c. The impact of media television will have a crucial effect on US
public opinion regarding Army involvement in urban cotnterinsurgency
operations. Because of this impact, and because of the traditions which
govern its role in national defense, the Army will be vulnerable to a loss
of public support and the consequent erosion of its own stability when
it becomes involved in urban counterinsurgency operations,

d. The cities of the US can be seriously affected by urban insurgency
occurring within selected foreign cities. Because the major cities of
the world are netted technologically in terms of such functions as trade,
finance, communications and transportation, the stability of the US is
dependent on the stability of these functioms within many cities external
to its own boundaries, and hence the US itself may be affected indirectly
by interference with these functions. -

e. Because of thib technological extension, and because US armed
forces are vulnerable to the erosion described above, 1if drawn into
counterinsurgency operations, urban insurgency lends itself to strategic
employment against the US, carried out by a third power sponsoring conflict

~within selected foreign cities under the guise of revolutionary insurgency.

f. US Army tactical doctrine is generally inadequate for urban
counterinsurgency operations and could result in an escalation of conflict
if employed in such operations. Because it is oriented toward rural

guerrilla warfare, this doctrine fails to emphasize the techniques of

non-provocation essential for an urban environment. -

2., Responses to the Problem. The study alsc yields five conclusions with
regard to how the Army may respond to the problem of urban insurgency.

a. A separate urban counterinsurgency manual should be prepared. This

manual would indicate how provocation may be avoided in urban counterw

insurgency warfare by the incorporation of certain basic principles (the
principles of patience, discrimination and restraint) in tactical doctrine.
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b. A training program should be developed for utilization by US Army
personnel prior to engagement in urban counterinsurgency operations as
either advisors or unit members. This training would clarify the way in
which urban insurgency differs from rural insurgency and would emphasize
practical exercises which stress the principles cited above.

c¢. An urban couhterinsurgency CPX format should be developed. This
CFX would train personnel in the techniques of integrating military action

. with civic action in an urban environment, and would stress reliance on

non-military agencies in the containment and elimination of urban in-
surgency.

d. The Army should avoid involvement in the containment of sporadic

‘urban terrorism. Since the containment of such terrorism does not appear

to be a proper military mission, other Federal agencies should be employed
for this purpose and should be utilized in an advisory assistance role to
strengthen foreign police agencies as necessary. ‘

e. Although not directly confronted with domestic problems concerning
urban insurgency, the active Army should develop more effective ways of

agsisting the National Guard in executing two essentially conflicting
missions, i.e,, domestic disturbance and mobilization readiness.

SECTION III: OUTLINE OF STUDY

1. Background Considerations. Section I of the study provides a definition

- of urban insurgency, an examination of the way in which the urban environ-

ment is susceptible to insurgency, and a survey of how current revolution-
ary techniques seek to exploit this vulnerability.

a. Urban insurgency is defined as systematic low-intensity aggression
against the technological, economic and political structure of an urbanized
nation, occurring within its own boundaries or within those metropolitan
areas to which it is linked via this structure, undertaken for either
revolutionary purposes or for purposes of diverting its military strength.

b. The urban environment is shown to be extremely vulnerable to
subversion because of its technological complexity and because of the
political wunrest associated with modern urbanization. It is also shown
to be compatible with the sustained conduct of insurgency operations.

¢. Revolutionary doctrine currently available is shown to advocate
terrorism, hijacking, assassination and "propaganda by violence" in the
conduct of urban insurgency. Carlos Marighella's Minimanual of the Urban
Guerrilla is examined in detail, and is shown to advocate tactics which
are adaptable to both revolutionary urban insurgency and strategically-
motivated urban insurgency. -
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2. The Characteristics of Urban Insurgency. Based on case-studies,
Section II shows that:

a. The urban underground is usually organized in small, highly
compartmentalized cells which operate on a sustained basis without their
members departing. from normal civilian routine. These cells are readily
adapted to the exploitation of larger elements, such as mass protest
movements,

b. The recruiting, training and logistical procedures employed by
an urban insurgency apparatus are extremely efficient within the metro-
politan environment., The techniques of ambush, raid and terrorism
employed by such an apparatus are all based on the exploitation of the
environment 's physical and social characteristics.

d. The Battle for Algiers and other case-studies indicate that the
principal military problem in coping with urban insurgency is the danger
of over-reaction, the use of excessive military force and the consequent
escalation of violence. As a result, military action often succeeds in
the momentary containment of an insurgency while provoking a mass reaction
which will cause resumption of revolt.

3. National Defense Against Urban Insurgency. 1In Section III, the
examination of national defense policy and national tradition indicates
that:

a. The Army's role in national defense requires the maintenance of
public support and the accomodation of public opinion. In the execution:
of the FID program, its involvement in urban cdunterinsurgency operations
calls therefore for the recognition of three traditions which underlie
public opinion: the respect for efficiency, the tendency to reduce complex
foreign problems to moral issues, and the non-glorification of war. .

b. In order to accomodate these attitudes, in order to guard against
the revolutionary principle that conventional forces are best destroyed.
piece-meal by erosion of public support, and in order to guard against
the escalation of an insurgent situation, the Army must incorporate in
its counterinsurgency tactical doctrine three princples via which all this
may be accomplished:

(1) Patience in the containment and elimination of an insurgent
movement, in order to prevent escalation and involvement of US forces
beyond the advisory role envisioned in the FID program.

(2) Discrimination in target selection within the urban environment,
so that public opinion is not aggravated by counterinsurgency operations.

- (3) Extreme restraint in the use of firepower and expiosives, so that
provocation and escalation of the insurgent situation are avoided to the
maximum extent possible. :
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c¢. To maintain preparedness to cope with urban insurgency as it might
occur within a foreign environment, and to maintain a capability of executing
those roles it might play within the framework of the FID program, the Army

does not need to establish and maintain specially trained units. A more
reasonable response would be those measures indicated in Par 2, Sect II above.
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§ The study which follews was initially undertaken as an effort to determine

| " the nature of wban insurgency, with its primsry objective being tho identifi-
cation of current trends in fevdlutionary warfare.

.é In tho beginning, its specific orientatiom ﬁns based on two queationé: I3

revo lutionary conflict shifting from rural guerrilla varfare to a new and dif-

ferent kind of insurgency within the confines of the metropolitan area? And if

Bo, what are tim characteristicé of this new form of revolutionary action? As

the study indicates, the attempt to answer these questions led to the discovery

that a far more complicatéd.threat lies hiddén in the nature of urban insurgency.

This threat is essentially strategie, and not revolulionary.

What this means is that for tka United States, tha perils of urban in-
surgency are to be identified in two forms: the diversion and erosion of its
-armsd forces, and the crippling of its technology. Tﬁese themes are addrésscd
tﬁroughout the study.

The study recognizes that domestic disturbances are not the proper con-
cern of the US Army. Indeed, in Chapter Seven this restraint and the national
traditions which underlis it are examined in detail, for they have indirect im-
pact upon the way in which the Army may prepare for missions.outside the nat-
ional boundaries.

The study is divided into three sections. In Section I, 1t examines the
nature of rgvolutionary warfare, the growth of urbamization and the character-
istics of modern rewlutionary doctrine., In Section II, it summarizes the |
organizational and operational techniques of an illegal urban underground, and
also identifies certain recent incidents ==~ particularly the struggles within
Alplers, Belfast and Montevideo, as well as the activities of the Black Sept-
‘smber movement -- as being most indicative of what mrban insurgency may amount

i
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to. Section ITI i3 devoted to an cxamination of current US defense policy,
the ways in which the Army may cops with the problems which underlie urban
insurgency, and the specific actions it may take to prepare itself for an
urban counterinsurgency role outside the United States.

One of the primary conclusions set forth in the final section is that
successful urba counterlnsurgency operations require unusual political aware-
ness on the part of the pérsonnol involved, "Exactly how such awareness may
be integrated with tactical doctrine is set forth in Chapter Eight. A second
major conclusion is that the Army may best prepare for such operations by de-
veloping a separate field manual, by creating special instructional packages,
and by umploying CPX's designed fo orient its persomnel to the comploxitigs
of urban counterinsurgency warfhré; A third and perhgps more surprising cbn-
clusion 18 that in order to guard againat its own Qyorwéommitment (as well as
tha threat of erosion) the Army would be well advised to encourage the develop=-
ment of non-military police forces capable of bearing the burden of the urban
insurgency threat. These matters are examined in Chapter Nine.

Source materials are set forth in the bibliography at the end of the
study. The study was completed in April 1973, and was done by GOL Seale R,
Doss (USAR) and CPT Ronald Hiett (USAR), under the direction of the Security
Operations Division, International and Civil Affairs Directorate, Office of

the Deputy Chief of Staff for Military Operationa,

i
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SECTION I
BACKGROUND CONSIDERATTONS

A11 warfare is based on deception.
Hence, when able to attack, we must
seem unable; when using our forces,

we muat seem inactive; when we are
near, we must make the enemy believe
‘ that we are away; when far away, we

' must make him believe we are nezr.
/ Hold out baits to entice the enemy.

Feign disorder, and crush him.

/ Sun Tzu, The Art of War
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P . - -

i URBAN INSUHGENCY AND RIVOLUTIONARY WARFARE

-~

'Y

1. The Analysis of Arban Insurgency

Violence in the streete is not a strictly modern phenomenon. Almost
,all the major cities of the world have been mubjected at one time or anoﬁher
‘io crippling outbursts of rebellion of agitation, usually in the wake of
economic or social disorder. In the 20th Century, however, such disorder
has been accompanied by the announced determination of warious revolutionary
movements to bring about political upheaval through urban violence. It is
% ' not surprising, thcrefoye, that urban violence is now the subject of in-
creasing attention on the part of political and military analysts,. The
term "urban insurgency" has thus éfept into the vocabulary of those con-
cerned with violoncc.in the moq§rn city. * |
Certain fundamental questions dominate this concern:
(1) What are the distinguishing characteristics of urban insurgency, as
opposed to random jviolence 1n the city?
.{(2) What is the relationship between urban inswrgency and other forms
of revolutionary activity,.such as a rutal-based guerrilla movement?
(3) What are the countermeasures which have proven successfui in pre-
venting, controlling or combafting urban insurgeéncy in actusl instances of
j its occgrrenco? |
In short, the effort to analyse urban insurgency revolves around an
attempt to define it first, and then determine its characteristics. This
attemﬁt requires an examination of the various forms of revolutionary act=
ivity, the purpose of this examination being ﬁhe development of distinctions
by means of which urban insurgency may be identified and studied. This pro-

ceas of analysis permits the isolation of urban insurgency as a phcnomendh

1
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separate from (although, on occasion, related to) other forms of violence

-
and subversion, Additionally, it permits the dissection of identified in-
stances of urban insurgency on a case-study basis. This case-gtudy procedure
facilitates the determination of the causes, as well as the stages, of ﬁrban
insurgency. |

Finally, the case-study identification of the causes of urban insurgency
permits exomination of the role of politiml doctrine and political agitation

- in ths creation of urban unrest and the transformation of such unrest into

é *  actual insurgency. The widespread use of political propaganda in the 20th

1 | Century has fraquently resulted in the misidentification of random violence

as true insurgency, ﬁith this confision sometimes even encouraged for the
gake of political provocation. Therefore the exact dutermination of the re-
1ationshi§ between agitation and insurgency is of central importance in under-
© gtanding the latlter, '
There 13 no shortags of insurgent doctrine as such. Set forth in the
works of revolutionafy writers‘ranging from Lenin to Carlos Marighella;

blueprints for insurgency are readily available, Nor ig there a shortage

of historical instances of urban violence, although many such instances

i prove upon closer scrutiny to be considerably less than actual insurgency.
: The systematic analysis of urban insurgency thus permits concentration upon
; a selection of representative revolutionary works and their relationship
to specific instances of such insurgency. |
Daspits the availability of both doctrine and examples, the gnalysis
of their relationship reveals a géneral unawareness that detailed blueprints
for urban insurgency have existed;sincc the turn éf the century. More modern

revolutionary writing has largely concentrated on tha central role played by

t
; .
i .
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-~ rural puerrilla warfare, with only peripheral attention to the details of
urban warfare. However, the recent increase in urban terrovism suggests a
shift back to the metropolitan area as the center of insurgency, and thus
supgests the resurreaction of tﬁc ¢arlier, urﬁan-orientcd revolutionary _.
; doctrine, Thia doctrine is elaborated upon ih :Chapter Three following the
analysis, in Chapter Two, of the social and cultural forces which underlie

this renewed emphasis upon urban revolution,

2. Definitional Problems in the Analysis of Urban. Insurgency

! The definition of key words and phrsses is of considerable importance
in the study of urban insurgency. 'Since the shift froh guerrilla warfare
§ to urbah insurgency reflects a shift in revolutionar} thought -~ as outlined
. in Chapter Three -=- it 13 not . surprising that the key tnrmé employed in dis~
. cussing, describing and analysing this process are also subject to change.
A case in point is the meaning of the ward "guerrilla®., 1In the language of
the rursl-oriented discussion of revolutionary conflict, the word owes its
meaning to a concept of unconventional warfare within which armed revolution-
aries operate as militarily—orgénized units engaged in raids, ambushes and
; similar assaults upon conventional military forces. In the.mqrc recent
ahift within rcvoiutionary doctrine, "guerrilla" takes on a different mcén—

ing, as is reflected in Marighella's Minimanual For the Urban Guerrilla.

Committed to terrorism and "propaganda by violence', Marighella's urban

P rebel becomss a puerrilla only ss the word itself undergoes a change in udage.
Definitions are nevertheless important, for they provide the theoretical

framéwork'necessary for an examination of the proeblem of urban insurgency.

Within the present study, seven key terms require definition before urban

|
i
i
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insurgoncy {1tself can be cdofined and examined. They are:
Subversion: Actien designed te undermine the military, economic, pay-
cholopical, morale, or political strength of a regime.

Inourroction: An abrupt, armed uprising against the milltery and secur-

4ty forces of a constituted government.

v Révolution: The effort to seize power via the viclent everthrow of the
prevailing political authority.
Civil,Warz'h'milifary'struggle vhich takes place when revolutionary

ferces adopt the organization and tactics of conventional military forces.

Internzal War: A fgém of conflict within which the prevailing government
is challenged by a precess of subvérsion and insurgency.

Urban Society: An environﬁent whose technolegical, economic and political

characteristics are predominantly those of a modern metropolitan area.

Insurgency: Systematic, low-intensity aggression against the political
structure of a natién; falling short of civil war,

Of these sevin, the first definition is provided by AR 310-25 and JGCS
Pub 1. The next five are definitions derived from common usage, The def-
irition ef insurgency is, however, a departure from the ussge Spegified by
AR 310-25, which defines insurgency as follows: "A condition- resulting from
a fevolt or insurrection against 'a constituted government which falls short
of civil war. In the‘prqsent context, subversive insurgency is primarily
Communist inspired, supperted or exploited." This departure is predicated
on throe facters., First, since insurgency falls short of civil war, it
actually amounts to low-intensity aggression, in centrast to the relatively
high-intensity cenflict/which would characterize combat between conventionally

organized ferces, Sqéond, insurgency may be undertsken by forces whose

b
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ideological persuasion i3 not necessarily Communist, Third, while insurgency
may well result from revelt or insurrection, it may also result merely from
the deliberate intensification of intemal apgression undertaekon for purposes
other than the actual overthrow of a government, Even then it would b;
systematic, of course, since insu}gency is net merely randem vielence but is
violence undertaken fer éome specific purpose.

Cortein points follow immedistely from these definitions. Internal
war may be seen as something distinguishable frem revolutionary war; as
shown in Chapter Three, this distinction is of primary importance because
it permits awareness of the possible stratepic utilization of urban in-
surgency, as when such insurgoncy'is fomented not se much for the sake of
revolution as for the sake of diversion. Additionally, the other definit-

jons permit the recognition that insurgency may grow ocut of subversion with

" or without being initiated by or resulting in insurrection. This enhances

understanding of the current disagreement among revolutionary theorists
themselves. Finally, the definitions permit suspension of those revolutione
ary theories which fopﬂn upon subversion, insurgency and insurrection as
distinct phases in revolutionary warfare; thus fercing their snalysis to
obey models and thebrias which may prove misleading with regard to urban
insurgency. ,

The dofinition ef urban insurgency, as developed in the pages which

follow, is set forth at the end of this chapter,

L4

3. Revolution and the DualQWarfare Nature of Modern Conflict

While definitions ars important in the study of urban insurgency,

aqual importance miet be accorded to the way in which the US Army is drawn

5
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-~ into a concern for insurgency in the first place. Indeed, ene of the most
impar tant characteristics of urban insurgency will turn out to be its potential
impact on the Army's cdncept of itself, and thus one of the most important
obstacles to understanding tho deeper threat of urban insurgency is the
recognition of what ﬂhis concept amounts to,

Traditionally, the Army's role in national defense has been envisioned

in terms of conventlonal conflict -- that is, defenso of the US against a
forelpgn power whose armed forces threaten the security of the nation. The
various public attitudes which underlis this tradition are examined in Chapter
Seven, where their impact on the problem of urban insurgency is developed in
detail. Most important, however, is the concept of coﬁventional war which
results from this ﬁeritage. In résponse to the American political tradition
and its own role in national defense, the Army's concept of itself is one

- which calle for conflict against a foreign force organized and operated along
lines similar to its own, ﬁith the conflict ideally initiated by an abrupt
outbreak of hostilities and a declaration of war., In this sense, World War
II provides a model which governs the Army's modern prgéhizatioh;m Bocause

. World War II was accompanied by internal conflict behind the boundaries of
the Axis powers, the Army's modern organization also includeé a capacity to
axploit such conflict in the event of any future war -- in effect, a capacity

" to bring about insurgency behind the lines of ths enemy'in conjunction with
and in support of ¢pnvent£5naiﬂiperation8. Thus, even with its capacity to

L support insurgency in conjunction with orthedox operations, the Army's con-

copt of itself -- and hence its concept of how war should be waged =~ remains

esaentially conventional.

The emergence of an alternative concept of war results, therefore, in a

i

: : .

;

| | | 6
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R sorious threat te the Army's concept of itself and its concept of how war

is to be waged. But l% 18 just such an alternative which underlies modern
revelutionary theofy. The scenarie is Lenin's: a graduval increase in unrest,
protest and dissatisfaction within a given country, leading to subversion
_-and violence, culminating in insurgency or insurrection, resulting only then
~in civil war and tﬁa emergenca of relatively conveﬁtional conflict between
apposing military forces., Successful in Russia, China and duba, the scenario
lends itself to continuation elsewhere, In those areas where its own inter-
ests would be threatened by revolution, the US must thorefore protect its
interests accordingly./'In offect, it muat respond to this alternative form
of war while maintaining its preparedness for conventional war.
Thus the Army is confronted ;ith what amounts to a dual-warfafe mission:
given the task of maintaining readiness for land warfare on 1ts own terms,

- 4t is simultaneously cenfronted with preventing war en opposing terms and,
consequently, with interdicting the process envisioned'by Lenin., This
interdiction effort was undertaken with varied success in Lebanon, in the.
Dominican Republic and in Vietnam, Refined now in the Foreign Internal
Defense program (whese implications are examined in Chapter Seven) the
interdiction effort leads te a concern for how insurgency may be conbalned
and eliminated -- and hence leads to spccial consideration for ﬁhe inter-
dictim of urban insurgency within a friendly foreign nation. The strategic
merit of the interdiction effort is, of course, i1ts capacity to abort the

process envisioned by Lenin. Its strategic danger, however, is the risk of
diversion, for the atraﬁegy'of interdiction invites its own countsrstrategy:
tho fomenting of subversion and insurgency for the more sake of proveking
interdiction and thereby divertihg the military strength of the US. The

most crucial discovery te be made about urban insurgsncy is its adaptability

1
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- to such strateglc wtilization,

Revolution 19 easily urderstood: its ultimate goal is the overthrew of a
government. But since strategic diverslon would be most oeffective 1f dispuised
as revolutien, and since the dual-warfare mission lrvites such diversion, the
recognition of how urban insurgency lends itself te this threat will require

reconsideration of how subversion, insurgency and revolutien are interrelated.

. The Nature of Subversion

In the sense in which it is defined here, revolntion requires the erosionm
of incumbent political authority. Unless this condition is met, and unless
those powers in authority can be effectively challenred as a rcsﬁlt of this
srosion, the attempt to selize pow;r cannot be significant enough to merit
the status of revolution, -

| The classic example of erosion of authority 18'pr6vided by Czarist Russia
in the period preceding the revolution of 1917. With the graduil decline of
the Czar's capacity to control éventa, the oppoétuniﬂy to seize power became
a real possibility for the Czar's épponents and revoiution resulted. In
turn, German history of the same period provides the classic example of a
relatively stable government being subjected to an uwprising which failed
to materialize as revolution., Hitler's unsuccessful putsch of 1923 failed
primarily becauss the government in power had not, a! this point, Jost its
capacity to sustain itself. Quickly aborted, the Murich putsch was not éven
an unsucceésful revolution. i i

The erosion of governmental authority follows o:rtain peneral patterns,
Iniﬁially it involves the development of opvosition 2lements inspired by some

basic inadequacy on the part of tho goverament. Such opposition groups may

8
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remain dormant for a prolonped period -- ov they may, as in Czarlst Russia,

engape in acts of violence designed to aggravate the povernment's position.
Asshssination and sabotape ere typical efforts to subvert the government,

The deliberate and systematic undermining of political authority is
thus a stage in the revolutionary process, and its objective is to establish
those conditions under which powér may be seized from the government, This
undermining process may consume years of effort, culminating in an abrupt
éollapae of the government, as in the case of the Czar's abdication in 1917.
Or it may involve an accelerated effort to subvert the government, followed
by insurgency, or insurraction, or even ci§i1 war, The transition from un-
rest and disaffection to subversion and rebellion is thus varied and is al-
ways quite complicated. But its ;nd result, if it is to accomodate rev-
olution, is the crippling of governmental power.

Subversion in its caxliost stages may involve relatively uncoordinated
acts of rcbellion on the part of groups which differ radically in their own
ggals. Such was the case in Germany during th; 1920's, when both Fascist
and Communist elements sought‘fhc collapée of the Weimar governments In
hurn,‘subversion may involve only a single, highly coordinated organization
determined to bring about the‘coliapsc and overthrow of thc.ruling powers,
as in the Algerian insurgency of the 1950's. What is crucial about the
péocess of subversion is not so mich & unity of ultimate goals as a unity
of immédiate purpose -- which is the weakening of the government in power,

Organized in increasingly complicated structures, modern governments
are vulnerable to more and more diverse forms of such subversion. Given
its many fesponsibilitics for maintaining law and order; insuring economic

stability, managing its own agencies and retaining the consent of the pop-

g
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- ulace, the typicil government presents an array of targets against which

subverasion may be directed., TIts failure to exscute any of these responsi-
biliﬁics will weék@n its own status and provide momentum to a revolutionary
movems=nt,

In the economic sphere, subversion may involve the instigation of
strikes, acts of industrial sabotage, efforts at production slow-down, inter-
ference with methods of distribution, and similar activities directed at re-
ducling the effiéiency of the economic system, and hence at reducing the ac-
'ccptability of the government in power. In the strictly political sphers,
the dissemination of pfépaganda and the devclopmeht of'anti—govcrnmont
protests and demonstrations also serve to undermine authority. The infil-

% tration of various governmental ;éencies, particularly its police and mii—
t U itary forces, can be a significant form of subversiocm if it gucceeds in

- undermining the alleglance of these agencies. Additionally, acts of overt

violence and terroxr -- particularly in the form of kidnapping and assassi-

nation of key officlals -- may succeed In rcducing the government's strength.
When sucn acts of terror cause the government to over—react in a reprdssive
way, thus alienating previously sympathctlc elements of the population, the
subversivels cause is strengthened even furthcr. u

What 18 most significant about thege forms of subversion is that they

are often a prelude to, and then a complement of, armed insurgency against

the government. They may even culminate in insurrection. In the earliest
stages of subversion, howcveri insurrection would be premature since the

| government's position has not been sufficiently weskcned. Being premature
in this sense, it is doomed to'failure, as wés the case with the 1905 rev-

olution in Russia snd the 1923 uprisings in Germany. When insurrection 1s

10
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.subvcraion, it stands a grestly improved chance of success. Again, the
classic example is provided by the Russian revolution of 1917; when the
Provisional Government established after the Cgar's overthrow had reached
the point it could no longer resist Bolshevist subversion, the Bolshgvist

insurrection proved both swift and insurmountable.,

5. From Subversion to Insurgency

Becauge it is idealiy launched only after subversion has weakened
tﬁo'govcrnment, irsurrection is described by Lenin and others.as a phase
in the revolutionary process: But, 1f insurrection leada te civil war,
as wag the case in Spain in 1935; it will normally be accompanied by a
continuation and even acceleration of those subversive acts of sabotage,
terror and prepaganda ﬁhich preceded it. To identify subversion and in-
surrection .as mitually exclusive phases in 2 revolution ﬁould therefore be
mistaken, |

Insurrection has not only lgd to the ovcrfhrow of the government or
the commencement of protracted civil war., In other cases, when it has-
failed to achieve either of these results, its failure has brought about
the complete collapse of the revolutionary movement (as with Budapest in

1956), or has resulted in the revolutionar& movement reverting to subversion

(as with the St. Petersburg uprisings of 1905), or has led to protractedlin-
3 surgency along the lines of guerrilla war (as with the.Chinese Communists

| following the Canton and Shanghai uprisings of the 1920's). Moreover, not
all instances of insurgency havc‘beon initiated by insurrection. 4s in
Vietnam, in which the gradual escalation of subversion led finally to in-

surgency; guerrilla warfare can emergs through raids and ambushes which grow

/ 11
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w” . in frequency and intensity until a state of insurgency oxists without an.
abrupt armed vprising ever having occurred. In turn, insurgency in the
rural énvironment can lead to urban insurrection, as was the design of the
1966 Tet offensive upon the pgrt of the Vietcong. But this outcome is not
| 'itself a necessary condition for revolutionary success, since Castro's Cuban
~ insurgency triumphed without sigﬁificant urban insurrection, Obviously,
then, the variations on the revolutlonary theme are great, and‘these var-
iations have led to doctrinal dis;grecments among revolutionaries them-
acivoa, 23 described in Chepter Three. They have also led to disagreement
about the meaning of the terms involved in describing revolution,
In general, hovever, insurgency has been described as a relatively

open attack upon govérhmcntal agencies and installations by organized groups

of revolutionary forces. These forces have been distinguished from the
earlier agents of subversion by three factors: (1) unlike tha subversive
underground, they are generally organized into military or para-military
structures which continue to exist through the duration of the insurgency,
(2) th~y are committed to direct and systematic asswult upon the government
not - so much for the sake of weakening the government as for the sake of
forcing its collapse, and {3) they require, for the continuation of their
own operations, logistical resources gimllar to those available to comvent-
ional military forces.

| Modern history has,é;en the popularization of a distinct and flamboyant
label for such forces: they are not rebels but guerrillas. The use of such
terminology permita_distinction'bctweén the military forces of the government
in pover énd the military or para-military forces of the revolutionary move-

ment =- or; in the international sense; batween those conventional forces of

12
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A .
a foreign power which may conatitutc an external threat and those forces of
a2 revolutionary movement whiich conatituto an internal threat. This distinct=
jon betwsen conventional forces and guerrilla forces has generated a vast
amount of guerrilla warfare literature in the post-World War II era, with
’particular smphasis upon the operations of puerrilla forces as "a new fbrm
of warfare", A
The tondeﬁc& to identify guerrilla insurgency as a significantly dif-
ferent form of war.is duc larpely ﬁo the objeqtivés of insurgency and the oper=
ation of the insurgent forc;s amid the continuation of subversion., Con-
é ventional warfare ordidﬁrilyAinvolvea the battlefield confrontation of
opposing military forcés -- accompanied, since the advent of military av-
iation, by the bombardmcgﬁlof the various industrial and urban bases which
support those forces, T;aditionally, such warfare has been dedicated to
the destruction of oppésing militsry forces and the removal of their capacity
to threaten the ndtion opposed by them; only rarely (45'1n warid'w;f‘tf)'ﬁgg
it besn aceompanied by the ebjective of everthrowing the governmant of the

opposing nation. Insofar aS'guorrilla warfare is an aspect of revolution,

and is thus dedicated to the overthrow of the government, it differs from
conventional warfare in its final objectives, Inséfar as it is combined
with subversion against the political apparatus of the state, it also dif-

fera in its overall methods,

Whst ie crucial about guerrilla war is this dependence upon the con-
tinued impact of subversion, Guerrilla operations m:y or may not be accompa-
' pied by conventional warfare: in Jﬁgo&lavia, the World War II pértisan cam-
paipn was an adjunct of the total war ageinst Nazi Germany -- but in Castro's

Cuban insurgency, the goverrnment was not confronted simultaneously with an

13
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- - . external mllitary threat., In either case, sustained guerrilla activity

must be accompanied by a significant degree of subversion, for it is sub-
version which weakens and diverts the government, smaking it vulnerable to
; guerrilla war,

The various forms of subversion -- such as propaganda, terrorism, in-
filtration, assassinatiop and sabotape -- are thus activities which prepare
the way for insurgcncy14or inswrrection) and then complement it in the more
advanced stages of revolution, In this sense, insurgency involves a broad
spectrum of opposition to the government. in a formula sense, insurgency
415 a combination of subversion plus armed resistance, and the emergence of
open warfare as a product of this éombination marks the revolutionary shift

from mere subversion to actual insurgency.

6. Rural Guerrilla Warfare as an Aspect of Insurgency

Once the momentum of the revolutionary effort has readhed a level of
vielence sufficient to inspire armcd_rcsiétanc; against the government, the
shift from subvorsipn to insurgency may result in either an abrupt collapse
of the government or a long and sustained struggle between the insurgent
forces and those of the poverrment. Those short-run cases which have pro-
duced relatively swift revolutionary success have mest often invélved‘urban
insurrection: the overthrow of the Provisional Governmient of Russia was
largel& a matter of warfare in the streets, as was ihe case with the rev-
olution which hsd earlicr toppled the Frenchk monarchy, ~ As a result; urban
inpurrection has been characterized by brevity. It has not always been suc-
cenaful, of course, and in those instances when it tua failed it haé vsually
been described as an uprising -- as with the Shangh:ii uprising of 1927 and
the Budapest uprising of 1956, Nor has insurrectios always been revolutionsry

| 1k
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in intent; the Warswmsruprising of 194} was essentiazgs dedicated to resistance
‘apainat German occubatinn forces.

When such wurban insufrection.does fail, and when it is an aspect of rov-
olution, the revolution itsclfkmay collapse in defeat or, if sufficient forces
survive, result in protracted insurgency within the couhtryaidc external to
the urban environment, TIn the 20th Century, this shift to rural insurgency
in the wake of urban defeat has been larpely due to the fact that it is only
in a rural environment that insurgent forces have been able to manage the

security and mobility necessary for their own survival, Thus it is in the

| rural context that the modern guerrilla has flourished, as with Mao's campaipn

in China and the Vietcong insurgency in South Vietnam, When rural insurgency
has not been accompanied by urban- subversion it has:éepgrallj‘_failed, however,

a8 with Gueverra's abortive Bolivian expedition. In such cases, freedom from

.distraction by subversion permits a government to concentrate its security

forces upon the elimination of the guerrilla.

The relationship between rural guerrilla warfare and urban subversion
has therefore been a complementary one in the hisiory of 20th Century rev-
olution, While the rural environment provides the security necessary fgg the
sustainéd existence of an‘insurgcnt force, the rural operations of such a
force have rarely been sufficient to topple a government, however, In'thg
case of Mao's 20-year campaign against the Nationalist Chinese, the combined
iﬁpact of Japansse invasion and Communist insurgency were necessary to bring
the revolution to a successful endj in Castro's case, substantial urban sub-
version was a necessary complement to the operations conducted in the Sierra

Maestras.

The balance between rural guerrilla warfare and urban subversion has been
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~ influenced by such?§a:::b1cs ag the physicsl strengthigf the puerrilla element,
the extent of cxtc}nal support provided by foreipgn intereats and the capacity
of the government £6'endure a prolonged revolutionary challenge. Despite these
variables, the patterns of modern revolutionary warfare reveal the noc;ssity
~“for guch a balance, They also indicate that revolutionary success requires
an increase in the intensity of rural puerrilla opcratiéns to balance any
decrease in the impact of urban subversion (as in South Vietnam prior to ths
Tet uprisinga), as well as requiring an increase in urban violence to balance
any decrease in\the impact of rural operations (as in South Vietnam during
the Tet vprisings). Gifon this necessity, and glven the increasing vulner-
ability of the modern ¢ity, any decrease in the potential effectivensss of
rural guerrilla warfare is thus_likely to produce a renswed concern for‘urban

insurgency as a primary vehicle of revolution., This is, in fact, the thrust

- of the revolutionary doctrine sxaminsd in Chapter Three,

7. A Definition q! Urban Insurgéq&x -

X.tégg;give definiﬁ!géméf ﬁrban iﬁgﬁrganéymwould begiﬁ‘witﬁ emphasis
upen the revalutienary reizurs ef politicai pever and tho diasclution eof the
prevaliling system of government, In terms of the relationsbhip batween sub-
versicn and insurgency, and in view of the modern emphasis upon rural guerrilla
warfare; a more refined definition might characterize urban insurgency as highly
intensified subversion carried ouvt in support of rural insurgency. However,
the analysis of those currentyhilitary, social, political and technological
trends which will inevitably influence the nature of revolutionary warfare
guggdst that urban insurgency may well be emerpging as far more than an aux-
iliary form of euéh war, Urban irsurgency may well be destined to become

16
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the primary form of revolutionary strupgle.

-
Several factors provide @ hint of this possibility. In terms of military
technology, the ad;éht of the helicopter provides the governmental security
force with a mobility so great that the rural guerrilia‘'s esrlier advantage
of refuge and security is seriously diminished, In terma of social structure,
one may note the accelerating urb;nizaticn of those areas of the world which
ars most susceptible to revolutionary unrest to begin with; this urbanization
is generally accempanied by a decrease in the rural population base from which
the guerrilla movement might otherwise draw its strength., Moreover, the rap-
idly changing relationsvﬂp between the city and the countryside, sgsentially
a product of modern industrial technology, makes the city less dependent upon
the political stability of the rural area, and hence reduces the rural guerrilla'‘s
chance of toppling the government from a rural atronghold. At the same time,

" however, the complexity of the mod¢rn city, with its intricate technological
structure, makes it ektremely vulnsrable to subversion by sabotage. And, per-
haps most importanI, the process of urbanizatioA has meant, in many of the
major c*ties of the world, a concentration of masses of dissatisfied people
readily subject Eo revolutionary temptation. In effect, then, the modern city
grows more vulnerable to subversion as it grows more powerful in pglitical and
tecﬁnological significance,

ththcr or not the modern city provides conditions which would permit sus-
tained insurgency remains to be examined. A8 indicatsd earlier, the occurrence
of insurrection within the confines of the city has generally resulted in either
| swift revolutionary triumph (or defeat), or a transfer of the revolutionts

focal point to a rural environment. But it is entirely possible that the

changing nature of the city may result in conditions which would permit pro=-

‘ ce e — e e e e o e e e — = i e e i S e e - 1 M= eme -
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W  trached urban guerrilla war instead. Such war would be properly described

as urban insurgency, If it is to encompass this possibility, and thereby
permit an underst#nﬂing of the increasing pétential for such warfare, the
% dcfinition-of urban insurgency must allow for these conditions.
e In this senéc, then, the definitioﬁ mist incorperate the following
L major points, as developed in the preceding pages:
(1) Urban insurgency is a form of violence against the prevailing
i government, ordinarily undertaken fer rcvolutionary,purposes by armed and
organized enemies of the government.

(2) As a revolutio%ary activity, urban insurgency has as its objectives

the sei,ure.of political power and 'the dissolutien and replacement of the
prevailing politicsl system. “ T
(3) Urban insurgency is preceded by subversive acts, such as qabotage,
- berror and propaganda, which weaken the government in p&wer and which are
i < continued during the insurpency itéelf.

(L4) Urban inspirgency may be initiated by ar%éd uprising of an insurrection-
ist nature, or may be the result of subversion which has been intensified until
it has flared into open insurgency.

(5) Amounting to guerrilla warfare within the city, urban insurgency may
or may not be accompanied by ;Lral guerrilla warfare.
| In capsule form, then, urban insurgency is 1ow-ihtepsity;hggréssicn
within the environment of the city. Its historical characteristics suggest
its categorization as a form of revolutionary‘wara But the examination of its
potential will result, in Chapters Two and Three, in the recogniticn that urban ‘
insurgency may be provoked for other purposen .than actual revolution; insofar

asg revolution involves the overthrow of a politicel system. In terms of modern

18
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C rovolutionnry doctrine, intcrn:tional strat.cgy and tHe acccloratinp importance N

of its cities for an industrialich nztlon, it is conccivable that urban in-

surgercy may be fomented for strgtngic purposes, rather than strictly rev-
olutionary pprposcs. To permit the éjnalysis of these possibiflitics, the ;

followinp definition is employed in the pages which follow:

Urban Insurgoncy is’ systematic low-intonsity aggresaio% against the

'technolog:lcal, economic and political structure of an urbanized nation, ,
—+- |

‘eccurring within its own boundaries or within these matropolit:m' areas to

,which it is linked via this st,rupturg, undertaken for either revolutionary
¢
purpeses er fer purposes ef di:rorting its military strength.
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- THE URBAN COMPLEX AS AN INSURQENT ENVIRONHENT

1, The City in History

To understand the envirenment within which urban insurgency may occur,
it is necessary to understand the complex nature of the modern city and its
i relationship to the rural countryside, Ordinarily the distinction betweon
the two is conceived in terms of population density, with the city being

thought eof as an area in which that density is extremoly great while the o

rural countryside is an area in which it is relatively low. In fact, the

| crucial difference is éhlﬁgricultural matter: traditionally, the city has

| consisted of people who do not grow their own food and who can tharefore

bs agsembled . for the sake of carrying out other functions, while the rural
cowntryside consists of peoople who grow food for all.

As a result, ths history of the city is parallel te the history of agri-

'édltﬁre and technology. Thus the advent of iron not only permit ted the
dovolopment of the plow and the hoe which made ;griculture more efficient;
it also, as a result, permitted the growth of great cities like Rome and
the development of the weapons via which these cities could'aﬁhihate the

countryside. In the modern world, the advent of machine technology has

resulted in tractors aﬁd reapers which have further increased agricultural
afficieqcy, thereby accelerating the growth of citles; at the same time, this
tochnelogy has resulted in & factory system via which the city could achieve
even greater domihation over the countryside. What is most remarkable about
the modern world is that its technelogy has not enly brought unprecedented
ééfiéﬁlﬁhfal efficiency; it has alse virtually erased the qualitative differ-

S nees which have long distinguished the city from the countryside.

20
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- Historically, 1ife within the city has differed from that of the country-

side not only in regard to the types of labor performed, but also with regard
“ to its intellectual and political atmosphere. It is the city whore ideas.
% have fleurished and books have been written, where intcl lectual and political
unrést have been centered, where styles have been determined. Isolated frem
all this, the rural countryside has baen characterized by moral and relig-
! ious tra@itions far less subject to change. " It is true, ef course, that

reveluticn has sometimes erupted in the coeuntryside, often in response t6

a sense of expleitation -~ just as roballion has often erupted within the
i cities in respense te poéerty or tyranny. But throughout the world, the
pace of life within the rural ared has been essentislly different from

that of the city -- until the advent of modern tochnelogy. With the ad-

vent of the truck and the automobile, the gap between the two has disappeared;

! . with the advent 6f radio and television, differences in thought and attitude
! have diminished; with the‘introduction of machine technology, the farm itself
| has become & factory., Indeed, the most atrikiﬁg characteristic ef modern
civilizatien -- North America, Japan, Western Europe -- is that the coﬁntry—
gide itself has been urbanized in the qualitative sease. Except fer pop-
ulation deﬁsity, the difference between the city end the rﬁral area has
vanisghed in these urbanized regions,

Meanwhile, technolegy has accelorated the process of change. Most
import;nt, psychelogical changes have been brought about by the mass communi-

cations tochniques made possible by modern technology; bombarded daily by

. books, newspapers, magazines, telovision programs, all competing for its

attentien, the population of an urbanized area is now subject to what amounts

[N

te urban stress. ‘Within this climate of unrest, propaganda feeds en confusien

el
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and political agitation is commonplace.

Of all those forces, the television camera is most pewerful, Its pres-

ence has not only influenced the niture of urban civillzatin; it has liter-

0

ally @ltered the nature and meaning eof revelutionary warfare. For, as the

~~French Army found in Alperia, the most impertant corsequence of military

“action against an insurgent force may not be its impact on that ferce but

its impact on a population far remeved from ths sceno of the 1nsurgency.
If that population is able to moniter such action throupgh the medium of tel-
evision, and if the viclence of the counterinsurgency efforﬁ proevokes neg-
ative reaction on its ghrt, the pepulace may well withdraw its support of
this effert, The remark that "we won the battle in Algiers, but we lost the
war in Paris" is merely one indoivof this phenomenon; guarding againat it
may well be the moat critical aspect of caunterinsurgency opaerations within
an urban envirenment,

Success in such operations therefore requires recognition that the

urban‘onvironmentjyields a new kind of battlefield. The historical dis-

| tinction betwsen the city and the rural countryside having been erased |

wherever modern technolegy has been introduced, solving the preblem of

urban insurgency is thus dependent en understanding this new.envirenment.

2. The Process of Modern Urbanization

With more workers needed in facteries and fewer workers needed on

farms, the urbanization process has been accelerated with each new techno-

logical step along the path of modern induatrialization, Only 2.l per cent
of the world's population resided in cities of 20,000 or more at the beginning

22

Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671R000300290003-7



Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671R000300290003-7

~r - :
W’  of the 19th Century. By 1950 that firure had incressed almost tcn-fold The

rapid urbanizatien of man conbinuoa, and has been depcribed as "perhaps the
moet spectacular sacial pﬁenomﬂnon of modern times", In turn, the develep-
hbnt of.radicglly new means of communication and tfﬁnsbortatioh hag resvlted
in semthing equally hpactacular: the citicé-themselrcs have become netted

with each other.‘

As comp]cx as this growth process has been, it is navertheless charac-
terized by ccrtain basic features which prove relevant in the analysis of
urban insurgency: ?

# The industrializ#tion of North America and Western Europe is now‘being
followed by the effort to bring about industrialization in other major regions
of the world. Japan and Russia have become industrislized in the past two
generations, and much of Asia and Latin America are now moving rapidly in

" this direction,

# This' process of industriaslization is resulting in the rapid growth

of urban complexes in regions of the world which had remained predominantly
rural up to the very recert past. In certain Latin Amprican countries ~-- par-
ticularly Brazil, Columbia, Ecuador and Venezuela =-- the current urban pop-

?' ulation is now almost four times what it was in 1950,

# Inevitably causing change in social values, the industrialization/urban-
ization process has been accompanied by rising expectations of prosperity, re-
sulting in concentrated masses of people vulnerable to political agitation and
‘ revolutionary provocation Whenr these expectations become frustrated.

i % Becauss of the intricate relationship between the urban complexes of

! tha‘world, instability in one major city will have impact in those other

cities with which it is economically related. The interruption of the shipping
facilities of a large port through which petroleum is procegsed can; for example,

23
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- paralyza the industry ef another city depondent on potroleum enorgye.

# Despite the unprccedcntcd atatus of the urban complex as the nerve-
center of industrialized civilization, thoss facters which make it powerful ~--
its size, 1ts erganization and its function -- are slso factors yhich make it
increasinply vulnerable to political unrest and rcvglutionary agitation,

Thase factors apply in different degrees to the various major citioé
of the wor]d. They indicate why otbursts of urban unrest are of paramount
concern half—way around the globe. If the world is shifting rapidly to an
urbanized gtatus, and if the control of the major cities of a region will
result in politlcal and military domination of that region, then the rev-
olutiouary instinct will incvitably direct itself to such control, seeking
‘ to convert unrest into the subversion which would make’ thc seizure of such

control possible.

3. The Vulnérability of the Urban Complex

The pelitical and militarx‘importancc of a particular city is more a
! matter of the given city's function than it is a matter of mere size., Recent
population figures indicate Shanghai is the world's largest city, totalling
10,000,000 . pcople.‘ In terms of its potential for revolutionary signifi.canco
Shanghai may bes, however, far less importaqt than other, smaller citieg which
gerve as centers of.communicatinn, transportation and political inflvence.
é What .is most Lmportant is the way‘in which each such center of power is vul=-
nerable te subversion, )

All cities are vulnerable in one way or another, in that the interruption
of élnctrical power; water supply. or food transportation can disturb the pre-

carious balance of goods and services upon which urban 1life 1is based, The

typical city is, of course; dependent upon the countryside and the world be-

2k
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~ yond for a steady flow of foodstuffs, it is cstimatcd that Now York City, re-

quiring a daily input ?f some 5000 tons of food, has in ipq warchouses and
on its store shelves enly enough food at any given time for some 1l days.
Depending on the complexity of the city, it is also dependent upon the
effectiveness of its internal services; interference with a city's water-
works, followed by @ho collapse of its firc-fighting agencies, can lead
swiftly to a city's devastation. As a rule, the more elaborate the city's
organizational structure, the more fragile is its stability.

With regard to subversien, the important vulncrmbilitiés of a given
urban area are 4 fﬁnctidn of two factors: the specific character of the
city .and the particuvlar oﬁjectivcs'of the subversive movement. A given
city may be a pigantic industriai complex whose paraiysis would undermine
the stability of the nationsl government; for the purposes of revolutionary
subversion, the city's most important vulnerability might therefore be the
hydroelectric plants tipon which its factories are dependent. But for the
purpeses of strategically-oriented, externally-i%spined subversion, the same
city’s most important vulncrabiiity might be its shipping facilities instead -~
espcciélly if the collapse of these facilities would subvert a nation's
capacity to transport troops and supplies to some distant force.,

Since the estimate of any given city's vulnerability to subversion
wouid require attention to the subversive ﬁotives imvolved, defense agaiﬁgt .
urban auﬁveraion -« and, ultimately, apainst urban imsurgency == might appear
to demsnd urorthodox principles of intelligence. Whebher or not these prin-
ciples would be applicable to military intelligence #8 examined in Chapter
Eipht, at which point the moro general question of a US military role in

urban insurpency is dealt with, It is obvious, howerer, that whatever security

o5
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- agency is involved iArdefonse against.subversion ;nd insurpency, the execut-
’of its role will demand atteﬁfion‘to motives, since these motives will dictate
targat selection within the urban environment.

Not &1l the targets involved will bear directly on the stability of a
city. The robbery of a bank for the sake of obtuining funds and the looting
of an érms depot for the sake of obtaining weapons are acts stressed by both
Lenin anq:Marighella, but these acts will not be directly subversive unless
accompaniéd by propaganda, The more direct acts of suhbversion are those
whiéh create unrest, arouse popular opinion against the government; inter-
fere with the city;s various functions, or otherwise undermine the prevail-
ing political structure and its military/security forces. The more import-
ant a clty 18 to the stability of a nation, the more decisive this subvers-
fon will be; if it is permitted to flare into open insurgency, the stability

: of_the entire nation may be threatened, The most striking hint of this possiQ
bility was provided by the 1968 Paris disorders which momentarily arrested

the economy of France and threatened the overthfoﬁ of the French government,

| As with Paris, the typical modern urban complex 1s made fragile by the vulner=-
| ability‘of the industrial system upon which it is based and from which it de-

rives 1ts importance.

b Stratepic Subversion and the World-City Urban Complex

Since a projection of current world strategies is outside the scope of

this study, it is not possible to classify any given urban complex as being
more strategically éignificant than some other complex, That characterization
would be a function of a particuvlsr strategy. It is nevertheless poss%ble to
identify a number of modern urban confipurations which have attained "world-

3

“eity" status of such magnitude that their potential strategic significance
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L — Jpastn light upon.lh:':trategic posaibilities for ur;:: insurgency.

By definiti&n, 2 world-city -is an urban complex which has attained
political and ecéqOmic influence of such scope that its stability has direct
impact upon the stability of the rest of the world. In contrast, a region-

L ﬂ”/ally important qity may be extremely important to the political and economic

lstabiiity of a given geographic afea-without having direct influence upon the
$est of tbe world, This contrast would result in the categorization of London
as a worla;city, leaving Shanghai to be classified as a city of only regional
‘gignificance e§en though its population is roughly equal to that of London.

The worid-citios 7&9 characteristically centars of trade and government.

They are great ports.wpich di;tribﬁte imported goods to all parts of their
own nations and receive goods Ior.export to other nétfbpsg within the nations
within which they are loc;ted, roads and railways focus upon them, and they
sre the sites of the great international airports, such as Heathrow, Kennedy,
Orly, Schiphol and Sherematyevo. They are‘also the banking and financial
centers of the woyld, housing the trading banks.and insurance organizations
vpon which wofld-wide trade and ipdustry are dependent. They are not always
identified bylg single ‘city-nsme; in several cases, they are actually inter-
connected complexes of previously distinct cities now merged into one gigantic
configuration through the.impact of transportation and communication. One
such product of this growth process is the sco-called Rhine-Ruhr world-city,
actually an appglomeration of ten cities of over 200,000 people apieﬁe ard ane-
other ten cities of between 100,000 and 200,000 apiece, all located in a LO-mile
radivs, Included in it sre Bonn, Tologne, Dusseldorf and an autobahn net
which linklmore than 10,000,000 residents of this world-city complex, A
similar‘ring'of cities ~= actually referred to by the Dutch themsclves ae

Randstand Helland =-- is the complex containing Rotterdam, Amsterdam,

/o
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| Utrecht and The Hag™¥. Althoush it contains only LY#00,000 people, its in-

fluence upon world cause tlhe Yandstand to be identified as one of the secven

" true world-cities. The others, besides Rendstand and Rhiné;Ruhr, are New
York, London, Paris, Moscow and Tokyo-Yokohama, Not only are these seven
the dominant metropolitan centers within their own peographic areas; they
are linked together throughout the world as a result of modern communication,
transportation snd the industrial-economic system which ﬁas made them depend-
ent upoﬂ'bhe another,

It is this international influence which makes the world-city a potent-

1ally importent target of strateric subversion. Sibversion intense enough
to paralyze the industrial activities of the Tokyo-Yokohama complex wou'ld
have severe congequences throughout that part of the world which has grown

dependent, upon Japanese technology. Interference with the factories of the

_ Rhine~Ruhr complex would effect industry thousands of miles away. This
‘sudden ripple-effect is both subtie and substantial; it is illustrated by
the way in which a lste 1960's snowstorm which taused serious delays in air
traffic in and out of New York also caused, as a direct consequence, unprec=
edented surface traffic snarls in cities as far away as Los Angeles. In a
world dominated by a few/gigantic metropolitan complexes, a serious disturb-
ance in one can have grive (and possibly predictable) impact elsewherg. Hence
their stratepgic potengial: a foreign power seeking to strike at the economic
heart of another power might well elect to do so indirectly, by subverting
within a given worid-city,those particular functions upon which the attacked

i power is dependént, with the targeted world-city not even being<inside the

national boundaries of the nation beinp attacked.

Similarly, a nation may be attacked indirectly via the subversion of

certain functions within the network of its own cities: the hijacking of
% : - 28
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] commercial aircraft~within the United Statcs has haS'Economic and political

effects which hint at the range of possibilities open for strategic explo;t-

»

ation.

i What is perhaps most important about these possibilities is their
subtlety. Given the way in which the cities of an industrialized nation
are netted internally, Just as the world-cities are netted internationally,

subversion apainst a nation could involve selected z2cts so wildespread through-

oud this-hét that their local frequency is slight and their interconrection
is unnoticed. The technological process which has tfansformed their cities
into such & net of urban/gomplexos is only vaguely recognized by the indust-
rialized nations of the world, to begin with. Conditioned. to thirk of their
cities as distinct enﬁgtiés becavse of their peographic geparation, and pre-
pared to recognize insufgency only when a sustained outburst of violence is

. concentrated in particular places, industrialized napions may be most vulner=
able where they are most easily biinded. Indeed, it is not inconceivable
that subversion of higﬁ—level intensity, so predt that it is actually in-
surgency, could be undertaken throughout a nctwork of cities,,with its acts
of violence so generally widespread that their intensity is not locally not-
iceable and their cumilative force is not nationally recornized. By snalogy,
one might imapine a battleship whose commander has been trained to think an
attack means onemy bombs and torpedoes, but whoss ship is about to go under

 without warning because its hull has been rusted away by some chemical intro-
duced into the ocean within %hidh it floats.  If surprise is a principlo of
war, unconventional war lends itself to new forms of surprise through the in-
creased potential for urban insurgency.

It is in thie sense that the functicnal interconnection of the great‘

world-cities casts light upon the strateric agpects of urban insurpency: to

29
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the extent that its sem cities are simllarly irtercoggcted, and to the ex-
tent that its moégr cities are connected to the-world cities, an indusbri:l—
ized nation is to Ehat extent vulﬁerablc to attack by strdﬁegically-motivatcd
subversion -~ with the attsck being undertaken at a selected level of intens~
ity, apgainst selected functions, st selected points within thm national and

-

i internalional network of cities,

g Strateglc Principles Bearing Upon Urban Insurgency

The external sponsorship of subversion, insurgency and even revolution
is avﬁoll-rccofnized phenomenon., It is cxcmplificé ig'the Vietnam War,
Subversion nccd.not be/externally spongored, of course, for it may groh out
of local unrest amid the failure pf the prevailing governhent to aatisfy some

% given elemnt of the population. Such subversion m;§'fefm6tiGatcd by Commun-
ist ideology, or motivated by different idecologies and merely influenced by
Communist techniques which are copied. It may or may not involve a clarity

; of objectives; much violence against the modern statc is prompted by 2 sﬁirit
of vengeance and [cbcllion reéulting in deliberate, sustained sabotage of the
prevailing political system for the mere sake of degtruction. Regardless'of
its oripin, a.foreign powcr-interested in diverting the strength of another
nation may well faen the flames gf such subversion for the sake of achieving

its own strétegic ends, Insurgent flames do not f;ed on mere propapanda, how=-
aver; thcir intensity is finally dependent upon the availability of arms and '
munitions, and a foreign power hoping to profit from the subversion of another

nation can be expected to follow the principles of economy in fanning thase

flames, Presumably, then, it will provide support only to the extent that

(and the places where) its own objectives can be satisfied. Even within the

context of Communist ideology,énd ths worldwide sponsorship of revolution to

.30

Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671 Rooo300_290003-7



Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671R000300290003-7
which that ideology 'J_'S’d. the economic limitatlons up™ such sponsorshlp

have been pronounced.

Besides thls principle of economic constraint, certain other general
principles emorge from the distinction botween revolutionary ingurgency and
strategically sponsored insurgency, the distinction between urban insurgency
and rural insurgency, and the distimction betwoen low-intensity subversion
and outright insurgency. Consldered within the context of modern industrial
urbanization, these principles 1ndicate thats '

* The strateglc significance of a glven urban complex is not dependent :
upon its population total or even 1ts geographic location but is largely a |
matter of its econonic and political functlons and their relationship o, as
well as thelr influence upon, similar functions in other aroas. '

# The strateglc slgnificance of urban subversion (or, possibly, urban
ingurgency) in any gliven metropolitan area will depend on the extent to

which such subversion assists a given power in the pursult of its own o}~

Jectivesy.

% The extent to which support of sutversion is provided by & forelean
power‘wili be dopendent upon the strategic objectives of that power, and
‘will fall shoxrt of extensive material assistance unlese high-intensity sub-

version and insurgency are in the interests of the forelgn powere

*  # In the absence of external support and the limitation of a revolut-
iénary'hovement to its own resources, the selection of targets for subversion
; - w111 be dictatelby local political objectives and may result in events which
F have no 1n£ernationa1 or strateglc significances
# The relationship bstween urban and rural activities on the part of a
- gliven subversive movement will be determined by the overall environment withe

| ] in which the movement occurs, by the particular objectives of the movement,

)]
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and by the oxtent twsfhich the movement 1s influencigsby & foreign power,

* Successful resistance to subverslon of oither a low-intensity or
high—intonsity nature will depend largely upcn the capacity of the pre-~
valling government to identify the movement, to ascertain 1ts objectives.
and to antlcipate its solection of targets.

Altho;gh abstract, these principles permlit the further analysis of
the relatlonship between sponsored subversign and locally inspired rev-
olutioh£‘<This 15 undertaken in Chapﬁer Three, Additlonally, they bring
into focus certain basic questions which arise in the attempt to under-
stand urban insurgency within the context of modern industrial technology

and its impact upon urbanization. Precipitated by the emergence of the

world=~citles and other enormously influential metropolitan centers, as well
as by the increasing frequency of politically-motlvated violééce within
these centers, these questiona are arrived at in the attempt to accomodate

K the future wlth the pastsy For the recent past reveals & sequence of rev-
olutionary movements which were nurtured through insurgency that was essent-
1ally rural, and not wrbans. Thust _

(1) Are urban subversion and insurgency likely to bé ;ﬁgaged in only
a8 a coﬁplement of rural insurgency, so that significant urban lnsurgency
is not possible except in support of or in conjunction with rural insurgency?

(2) When and.if urban insurgency could be undertaken as the primary
vehicle of revolution - or atrateglec insurgency disguised as revolution ==
are its characteristics llkely to differ from those of en essentially rural
insurgency?

Both questions require attention to revolutionary thought, which is
the subject of Chapter Three, However,; the impact of modern urbanization

. upon such thought indicates that the answers to both questions are a def-
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R Tﬁe Impact of yrbanization Upon Insurgent Warfare

Contemporary theories atout revolutionary warfare most often siress
? the cruclel role of rural insurgency, oclevating it to a position of central
i - importance in the revolutionary process. In this assessment and in the
various forms of training doctrine which follow from it, the rural guerrilla
is characterized in terms of Ms abllity to strike declsive blows acainst a
"conventlonal military force while relylng on the countryside and its pop-
ulace for support and securlty. In the oft-quoted vision of Mao, the
peasant countryside is‘an ocean ui}hin which the gucrrilla fish swime And
in the extension of tﬂis metaphor, it is tempting tp_fh%nk o{.tha city as

a mere cpawning ground for such fisha

This emphasls upon the rural Insurgent is due to a series of relatively -
recent events in revolutionary w;rfare. Foremost among these events is the
success of the Ch.nese Communist revolution, which survived through rurél
insurgency after a series of abortive urban uprlsings in such citles as
Shanghsi and Cantony The success of the Cuban revolution, in which Castro's
rural insurgeﬂcy echoed and reinforced Mao's concluslons aboyt guerrilla‘
warfare, has been almost equally influentlals Indeed, the propagandization
of Che’s role in that revolution has served =~ despite hls subsequent defeat
in Bolivia =~ to popularize the image of the rural guerrilla as the ultimate
agent of revolution, And the rural operations of the.vietcong, carried out
in the wake of Ho's victory over the French, hayekwﬂ.éféimilaf”effect de=-
spite the ambiguous nature of the Indochinese-Vietnamese warss In short,
the nef impact of theap‘insurgoncies has been to magnify the role of rural

inpurgency in modern,&evolution, even to the extent of equating revolution
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with rural guerrili®warfare. -

Tho theoretical justification for this emphasis rests upon three prin-
ciples drawn from the success of such revolutions, Fifst,lit is generally
maintained that the city provides & sanctuary for governmental security
forcos} within thic sunctuary'thgy cannot be challenged successfully, and
so it 1s the countryside, and not the city, which is the appropriate cholce
of battleflelds for the guerrilla, Second, it is maintained that the urban
complexvdoes not provide the environment necessary for organizing, train@ng.
maneuvering and securlng a guerrille organization, vhile the countryside. |
does.’ Finally, 1t i1s maintained that the employment of a guerrlilla force
over a sustained period 1s a virtual prerequisite for revolutlonary triumph,
since it is only through a process of erosion that the government's secur-
ity forces may be brought to their knees, This final cbnclusibn no doubt
reflects the failure of literally thousands of urban insurrections and up-
risings which ended In abrupf suffocationy Step~by-step, the three prin=-
cipies lead to the éur:#gt jdentification of revolution with rural insurgencys
since guerrilla war is necessary, and since the guerrilla can neither flour—
i1sh in the city nor ériumph in the city, rovolution nugt anchox itself in
the countryside, Hence the conventlonal revolutlonary scenaxior political
unrest, then urban.and rural subversion, then rural guerrilla warfare, and
finally the collapse of the government's sécurity ferces and the overthrow
of the‘governmcnt itself,

However relevant in terms of recent revoiutionary events, this scenario
may prove 1nappropriafe for a world within which the modern city is changing
rapldly, and within which the relationshlp of the city to the countryside is

changing as a results;’ The revnlutions which most influenced the modern vigion

3
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of guorrilla war wofﬁ"aged in areas which were rela™¥ely undeveloped
from the standpoint of industrial growth and industrial urbtanizatlon, For
those parts of the world which have achieved a high level 6f 1ndustria11~
zation, the conclusions drawn from these recent revolutlons -= and the
rural guerrilla scenario based on these concluslions =~ would appear to be
inappropriate alreadys As the rest of the world moves toward industrial-
izgtlon, the scenario may/§rove to be essentlally anachronistice Mao's

ocean may, indeed, be drying ups

7. Insurgency in a Technological Environment

Since the three princlples supporting the rural guerrllla concept are
based on inzurgency which succeedéed in industrislly undeyeloped areas (or

in an environment within which the complex nature of modern urbanizattion

~ had not yet emerged) the impact of industrialization upon revolutionary

methods of operntion will depend upon the extent to which the three prin-
ciples remain valid or prove invalid for’an industrialized environment,

¥hile the projection of this impact is necessarily speculative, the rad-

fcal transformation of certain national or regional areas by modern in--

dustrialization already underminos these princliples. Specifically, the
najor portion of Japaﬁ. moat of Western Europe, and the northeastern part‘
of the Western Hemisphere have becn so altered by industrial growth that
the comblned effects of population density and technologlcal change have
produced an urban/rurpl form of civilization to which the principles n;w
appear inapplicablae;

Thiﬂ form of civilizatlon reflects the most advonced features of the

industrial growth process descrlbed earlier in Sections 2-3 of this chapters

“Among them are certain features which weigh heavily agalnst the rural guer—-
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=~ * Highly efficlent forms of alr and surface transportation which make
possible the rapld deployment of éecurity forcess The heliéopter is of
partlicular slgnificance in thls regard, siﬂco its avaiiability increases
the challenge to the guerrillla's rural sanctuary. In turn, the advent of
mass automotive transportation has resulted 1n-eve:~expanding il ghway nets
which slice the countryside into smaller and smalleir pleceésn,

* Highly effective forms of communication, survelllance and intelll-

gence collection which ﬁarry the rural countrysldaztb fhe urban complex in

| 8 vay previbusly unknowns Modern telephonic and telovision nets virtually

erass the urban/rural information gap and, among other things, make possible
the almost ingtant éwareness of guerrilla activities... ,. .
% The introduction of agricultural technology which accelerates the
| decreasing need for agricultural workers and thus reduces the rural pop-‘
ulatibn within which the rural guerrilla might otherwlse flourish -~ so
thaty in the sense alluded to earller, Mao's ocean haxrdly exists in the
industrialized world. _

* The develoﬁment of agricultural speclalization, which changes thé_
countryside in gqualitative wayé virtually eliminating the rural arca as a
gupport base for guerrills warfare, Wed more and more to modern processing
and manufacturing techniques, the rural farmer is not only less capable of
providing siaple;éupﬁért t0 a guerrilla movement but is himself more depend-
ent on and more a captive of the urban compleX,

While such developménts spell a vanishing frontler for the rural guer—-
rilla, the& are accompanied by other, equally slgnificant, implications for

insurgent warfare, Fox there are certain features in the process of modern

. urbanigation which weigh heavilyon the slde of urban insurgency as an al-
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tornative to rural wirfares They aret e
* Tho increased availabllity of automatic weapons and sophistlcated ex-
plosive devices which increase the rebel's capacity to confront and challenge

securlty forces in an urban .complex ~- as exemplified by recent incldents in

‘which a handful of insurgents have been able to hold at bay the security.

forces massed against themy

* Tho availabllity of telephonic systems which give.an urban under-
ground iﬂé'communications necessary to permit rapld assembly as an 1nsﬁrgent
force, and which permit coordination of insurgent actlons within the midst .
of the urban complexs |

* The aveilabllity of autonotive transportation, which permits both -
rapld assembly of and increased ﬁébility for an urban revolutionary organ-
1zat16n5 thuS'pefmittiﬁg'it to 'strike and disperse uith‘ease.

# The emergence, within the growth pattern 6f large metropolitan com-
Plexes; of urban areas which are virtually inaccessable to governmental secur-
ity forces and wh%kh provide reéulting sanctuar& for an insurgent force.

Taken as a whole, these factiors indicate that the modern city’s in-
dustrializztion has produced technological and demographle consequences
which welgh ag;inst the rural‘guerrilla but which, ironically,|inérease the
potential for Wrban guerrills war,' In effect, thon, the three principles
upon which guerrilla warfare has been bosed may well be replaced by newly

amerginé principles of insurgent warfareg
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LITAT LR 4 DIED
: A : - -
b INSURGENT DOCTRINE AND REVOLUTIONARY THOUGHT

1. Revolutinnary Doctrine and Urban Insurgency

The examination of the urban‘complex ag an insurgent environment leads
to thres concluaiona:

(1) The emphasis upen rural guorrilla operations ih recent revolution-
ary doctrine is largely a result’ of insurgent success in underdevelopod
areas.

é A | (2) In the more industrialized urban regions of the world, technological
% growth is creating an environment which lends itself to urban insurgency as
the preferred alternative to rural guerrilla warfare.
(3) Urban insurgency conducted within certain world-city complexea and
metropolitan areas could have strategic significance pﬁj{ig@ént to justify
its sponsorship and support by a foreign power.
; The three conclusiors lead quickly to a concern for the doctrine in terms
of which revolutionary action is carried out, with particular attention to
the way in which ré?olutionary doctrine mey be adapted to a changing urban
environment. If some sort of blueprint is nocessary to provide direction and
guidance to a subversive movement, the emergence of scrious urban insurgency
would evidently require both the development and dissemination of an urﬁan—
oriented revelutionary dectrine., The question is: doos such a dectrine even
exist? .
The rols which printed material plays in such matters can hardly be ex=-
aggerated., Revolutionary teachings serve not only to influence the potential
rebel in propagandiaiié ways; tﬁoy also previde instruction in how to achieve

revolution, Such teachings range'from instruction in the manufacture of ex-

38
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plosives to the outline of tmchnigues for organizing mass proteats; on the
more theoretical level, as in Lenin's work, they provide the rovolutionéry
with an und:rstaﬁding of how the various stapes of a rovolution are to be
§ A put together. The oxbtent to which the printing press has made possible
? : the mass dissemination of such insﬁruction is a central factor in modern
é revolutionary action, It is estimated that more than ten million copies
of Mao's.ﬁpachings have appc#rcd in English alone,
; This reliance upon printed doctrine is not surprising, considering
the role which printed material.plays in modern civilization. Ranging
from cookbookq to ﬁcdical journals, a never-ending list of publications
providcs the flow of ideas which makc expertise possible. Revolutionary _
literature follows much the same pattcrn as that of’:£§ other activity* :
the test of an idea begins with its widespread dlsscmlnatlon among those
 interested ;n 1ts subject matter. The exchange of ideas among ravolutionary
thinkers i3 therefore much 1ike the exchange of ideas among e¢ngineers or
botanists; it involves conferences, letters, critiques, seminars, conventions
and publications. In turn, while revolution itselfl may be a matter requiring
the utmost secrecy, the spread of revolutionary ideas and techniques canﬁot
be‘kept secret, for just as the poet semeks an -audiencey the rcvolutionéry;
seeks a following. The history of the Communist movement and its various
insurgéncies is paralleled by éhe publications of Marx, Lenin, Trotsky,

Mao, Ho and other, lesser-knoyn, Communist thinkers,

Given this necossity for the open distributioﬂ~of subversive doctrine,

it is not surprising that such publications are equally available to those
who are merely curious about -- or even opposed to «~- the revolutiomary's

announced goals, Thus the possescion and study of subversive literature is
] 39
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3 hardly evidence of ® revolutionary tendency. On the other hand, since tho
f cxistcnco of even a moderately sophisticated subversive movement is depend-
§ ent upon the availability of skills and techniques of a fairly high order,
| the absence of revolutionary literature will have the offect of limiting
the tactiéaf and technical expertise of a subversive organization.

The ends to which s subversive movement may put such expertise are
not neccssarlly the ends envisioned by the authors of any givcn revolution-
ary text. Mao's teachings may influence the thought 2nd action of a rev-
olutionary movement whose goals are so nationalistic as to entail ultimate
opposition to Chinese interests. It is even conceivable that anti-Communist
subversion against an established Communist pgovernment could be inspired by
and executed along tactical 1in;s.laid down originaliy“bj'COmmunisﬁ rev-
olutionary theory and doctfince What is important is whethcf the modern
! - potentisl for significant urban insurgency is accompanigd by both the theor-
atical and technical literature necessary to generate such insurgency --
independent of any question as to whether such insurgency would satisfy the
motives originally underlying the literature.

The remarkable fact is that the literature not only exists, but has ex-

isted throughout most of the 20th Century.

2. The History of Revolutionary Doctrine

Certain major works of revolutionary writing reveal the history of
insurgent thought. They aiso reflect the changing tides of such thought, .
indicating how this thouéht has proceeded from an esdentially urban orient-
ation st the begirning of the century to a rural orientation which may now

be éhifting back to the original emphasis upon revolution in the city. If

Lo
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such a shift does transpire in the wake of the urban tendencies described’
in Chapter Two, the esrlier literature can only regain the.sipnificance
which it had losﬁ in the intervening period, for it had stressed the k?y

role of urban insurgency in ti® revolutionary process.

Foremost among the early works of revolutionary writing which stressed

i vrtan insurgency were those of Lenin, as exemplified in Partisan Werfare.

i Written iﬁ_1906, it was produced against the background of a decade of
7 strikes and uprisings which had fsiled to unseat the Czarist government.
In it, Lenin restates the goals of Mérxism, reviews the historical process
of revolution ana emphasizes the central role pf armed terror as a prelude
to insurrection. Lenin did not r;étrict insurrection to ﬁrban warfars -;
indeed;, "Marxism doas not tie the movement to any p;;glc;iiriébmbnt method",
he wrote ~~ but he did foresee the crucisl fﬁnction pfjthe city as the viti-
" mate revolutionary battlefield. Like 2lmost 81l early Marxists, Lenin in-
! itially saw'the highly industrialized Western Europsan countries as more
vulnerable to Marxist revolution than less developed nations such as Cparist
Ruasia, His outline for the pursﬁit of revolution navertheless influenced
the cutcome of the Ruséian fevolution, and proves relevant again as set
forth in the pages which follow. |
Equally revealing is Trotsky's subsequent thought; widely circulated in
i the History of The Russiin Revolution. In the examination of that revolution,

7

Trotsky observes that "only mass insurrection has ever brought the victory

"

" of one gocial regime éver another" and then arpgves that such insurrection
i can only succeed when it is organized cerefully and coordinated with & con-
spiratorial movement which preperes for its emerpence. In a brief chapter

entitled ?The Aft of Insurrection®, Trotsky provides an outline for this

! . - . L. B m ‘
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process of subversion and i{nsurrection which, as an outline, bears remark-

able relevance to thc current potentisl for urban warfare. The tactics 1t
advocates are readily aéaptablo to urban insurgency in the modern world,
Lenin snd Trotaky are not the only Communist thinkers to influence the
patterns of insurgency, of course. During the period immedi ately following
the Russian revolution, a series §f lesser-known thsorists developed in de-
tail the lessons of thst revolution, ‘adapting them to the urban environment
of the as.yet unsubverted West Europessn complex of nstiong, Much of their
work wag directed by thé_Soviet Union's various agencies, dkﬁ gome of it --
ag set forthlin Sedtion S -~ is virtuvally anonymous. But it reveals how
the initial revolutionsry vision of urban warfare could be worked out in

rrore

| the detail necessary to make such warfare a widespread phenomenon.

The gradual submergence of these sarly writings in the flow of ro;—
* plutionary literature is due, at least in part, to what may prove to be
historical faccideht. Betwssn the Russian Revolution and the present were
certsin upheavals which served, at least momentariiy, to redirect tha ener-

gies of revolutionary thought from urban insurgency to rural insurgency. One

of these upheavals was the momentary triumph of Fascism in certain regions,
accompanied by the ruthless extermination of West European revolutionaries;
another was the occurrence of World War Two, which forced the Soviet Union
to direct its attention to self defense while relenting in fhe effort to
foment foreign revolution; still another was the success of the Chinese
Communist strupgle which,'in the aftermath of World Wer Two, finally suc-
ceedsd in the seizure of China snd the popularization of a rural guerrilla
blueprint., And, finally, the varied success of Ho, Castro and other reve-

clutionaries vorking in an industrially undeveloped environment has not only

¢
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served to reinforce the momentum of the rural guerrilla doctrine but has

served to obliterate the esrlier emphasis upon the urban complex as the
actual revolutiohar& battlefield.

Recently published works indicate, however, thet revolutionary. theory --
kept, as always, in line with revolutionary gpportupity -- ir once again
shifting to the context oflthe city. Most typical of this work is the so-

called Mlnimanual of the Urbsn Guerrilla, authored by Carlos Marighella,

san Uruguan terrorist killed in 1969. As outlined in Section 5, his emp-
hasis upon terrorism and the techniques of urban violence involves what
amounts to a.recipé for insurrection within the city. Coupled with the
earlier, more theoretical views of 'Lenin and Trotsky, the writings of Mari-
ghella thus provide a blueprint for insurgency quitc unllke that outlined
% by such rural-oriented advocates as Mao and Che, The Minimanual has found,
" in turn, a widespread audience and has baen published ;n several languages.
The extracts which follow are not meant to characterize these writings
as the key documents of rcvolutlonary theory. Such documents do not exist,
in the sanse that no single text can be jdentified as, say, the hlqtory of
Rurope or the key to French cooking. In such things there are no Bibles.,
But thess documents do indicate thﬁt the docttine ard techniques necesSsary
for urban insurgency do exist ~= and their widespread dissemination indi-
catas that the opportunity for revolution in an urbanized environment need

not await the srrival of such teachings.

i 3, Lenin's Concept of Partisan Warfare
Much of Lenin's early commentary is devoted to justifying the use of

% violence and insurrection as a necessary part of the revolutionary process.

L3
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§ '  This justification is provided as arpument ap-inst the position maintained

% by many turn-of-the~century critics, who held that the cmp]pymcnt of viol-
cﬁcc wag neither compatible with the 2ims of a social ravolutionsry nor
feosible in the face of a powerful rovernmantal force. Confronted with
those claims, Lenin provided counter-claims which amounted to the insist-

% ence that violence was inevitable, Thus Partisan Warfare attempted to ans-

wer what was then, for the revolutionzry, &n urgent question: what is armed
atrugglc? In answering that question Lenin set forth a series of observat-
jons which bear relevance to the study of modern insurgency?

(1) Thg'rcvolﬁtionary mist reject abstract principles and undert*ko

a careful study of the mass struggle actually toking place. In this sense,
it is necessary to acccpt and empioy Never new and different methods of
defense and attack". Moreover, it must te concluded bq;t "due to changes

. in social conditions, new forms of battle will arise incvitably", althoygh
no one can see what the character of these futvre encounters will be.

(2) Given that s revolutionsry technique must reflect historical con-
ditions, the failure of one téctic%must be followsd by the introduction of
alternate tactics. The general strike is only one ﬁéans of forcing the
overthrow ‘of the government, just as the erection of barricades and their
employment ag focal points of resistance may be another, Just as the rev-
olutlonary mist be commitfed to actions, he must be flexible in the choice
of tacticy.

(3) Armed struggle in the process of revolution is waged by small
gr;ups which have two goals requiring sharp distinction. "The first ob-
jective is to kill individuals such as high officials and lower-rsnking

members of the police and the army. The second objective is tt confiscate

money from the gqvernmant as well as from private persons.” Lenin estabe-

Ll
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lished the importancc of this latter objective by ar;::;g for the need to7
obtain;funds in order to purchasge arms, bribe officials, and carry out the
revolution, }

(ly) The fallure of such actions will generally reflect not so much
the fuilurs of a revolutionary tactic as the failure of revolutionary org-
anization. "Qur complaints about partisan warfare", Lenin wrote, "are
nothing but complaints about Epc weakness of our party...which is incapable...
of organizing the uprising". To key to successful revolution is organization,
a point Lenin stresses repeatadly. |

(5) Since phrﬁisan warfare -~ that is, revolutionary insurrection -- is
merely a "form of civil war", it is best fought by what Lénin called a "combab
party", prepsred to agitate, demo;stratc or terroriié"hg'thc ‘need arises. As
Lenin puts it such revolutionqrytelemcnts "must learhd,how to wage war, That

" is all there is to it."
‘ (6) Such action must be executed in strict accordance with the revol-

ution's ultimate goals. They must not be allowed to devealop spontan=ously,
in such a waylthab they:degenerato into inconclusive violence. And, most,
important, they must be executed in such a way that they widen ths pap bg-
tween the povernment and the people, so ss to sustain the revoluticn.

(7) The battles of the revolntion musﬁ be conceived of in terms of a
protracted war, "a series of a few big battles, separated by comparatively
long intervals, and a large number of small engagements which iake place

during these interim periéds". As Lenin puts it; "the uprising carnot

assume the traditional form of a single blow",
% These major points[/reiternted elsewhere in Lenin's other work, do not

preclude the developmgnt of s rural puerrilla war, of course -~ for to do so

L5
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« Would violate Lonin's‘!ﬁphaois upon flexibility in thewsholce of techniques

and tactics., But they do reflect his awareness that suvccessful revelution
- requires concentration upon urban vielence. "Organize fighﬁing brigades

among students, and particularly among workers", Lenin wrote., "Let the.
squads begin to train....some can undertake te assassinate a spy or blew
vp & pollice statien, others can attack a bank to expropriato funds for an

insurrection. Let every squad learn, if enly by beating up pelicen,
In the revolution ef 1917 which thrust Lenin inte power, it was the

. force of such urban violence that proved decisive.
;

@

! li. Revolutionary Insurgency and the Principle of Erosion

PRl

What is most strildng about revolutionary doctrin?;is not merely the

j way in which it is adaptable to modern urban insurganby; what is equally sig-
nificant is the underlying concept.of how an eppesing military force is to e .
dealt with, for this concept ~-- which ameunts te-the concept of erosion -~ |
is what makes the revolutionary threat so serious in tha context of modern

urbanization.

In his study of the Russian Revolution, Trotsky identified the essontial

condition for revolutionary success as being the elimination of military

opposition by indirect means, "The first task of every insurrection is to

bring the troops over to its aidoﬁ, he wrote, "and ths chief meana of accomp-

lishing are the general strike, mass processions, street encounters, battles
abv ths barrlcadss'; Trotsky's interprotation of the Rqsaian Revolution can
be reduced to the recognition that successful revolution must be predicated
not on the physical defeat of the pgovernment's eecurity forces =~ for that
is, after all, a most difficult undertaking -- but on the erosion of those

{ e e
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fercens through propaganda, confusion, croation of disordor and a gradual

elimination of their will te resist insurgency. The tactics of the barricade
nro»essential psycholdgical: to create in the context of the urban envirenment
and on the part of the government's gecurity forces a widespread distaste for
the kind of conflict wﬁich characterizes revolution, If that distaste can
be cultivated, the army's will to resist can be eroded -- and only if that
happens can a revolution gucceed., It is this insight vhich underlies the
real threat of urban insurgency, for as it is carried over into the modern
urban environment it feeds on conditions of stress which'maké erosion an
| svon groater danger than it was in 1917. .
| It is truve, of courss, that in the aftermath of the Russian experience
% revolutionary thought has been cntanglod in diqagrcem'nt ‘over’Both goals and
| tactics., Lenint's emphasis upon the city as the focal point of revolution

. 1ed to the development of tactical blueprints for the conduct of ﬁrban ware

fare, ags exemplified in the remarkably detailed Bpad Lo Victory (1927) and

jt8 successor, Armed Insurrection (1528). Based on ihe scrubiny of specific

urben uprisings -- parﬁicularly those in Hamburg (1923), Shanghai (1920) and
Céntoh (1927) -- these Communist works were circulated througheut Eurcpe and
Asia, and even today bear relevance to the conduct of urban insurrection;
indoed, they have been revived and republished in soveral languages during
. the past. decade, But thelir significance has been overshadowed by the emergence

of a revelutionary doctrine which did not focus upon the city as the focal
point of revolution. As Mao's thought superseded Lenin's, as the goals of

the Russian Revolution shifted, as Communist success ip the rural areas of
China led to a different attitude about revelution, revolvtionary thought

has concentrated on the tactice of rural insurgency cmid deep disagreements

over the nature of revolution jtzelf,

L7
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[ Honco the diffc;ggce betveen Mao's esmphasis upoﬂ'{hc pearant #8 tho
vohicle of revelution, in contrast to Lonin's emphasis upon tho factery
worker, Hence, also, the deeper disagreement among Cnmmunidts as to the
relative virtus of urban insurgeﬁcy as opposed to rural insurgency, resulting
in ideclogical disagrecment ovef the identificatien ;f targots apprepriate
for rovelution. It can be no coincidence that the mast sigrificant revol-
utionary events in recent history -- the Cuban revolution and the Indochinese
wars -- were thus carried out aleng lines dictated by Mgo's thought, since
these were revolutions which occurred within underdeveleped areas that lenb
themselves to rural guerrilla warfare. Nor i3 it any ceincidonce that as
the world bécomns more urbanized, and as revelution i3 directed more stead-
1ly against these urbanized regiors, Lenin's thought , == qlopg‘gith thc‘in-
sights of Trotsky and other early adherants of urban waffare -~ receives re-
_newed attention. But the differences in ideology, im goals, in tactics and
in techniques are nevertheless accompanied by agreement in terms of fuﬁda-
mental principles. And in both Lenin's and Mac's thought, the fundamental
principle remains the same. It i3 the principle icentified by Trotsky: rev-
olution succeeds only with the‘or;sion of the opposing armcd forcos.

The erosion of armed resistance is essentlally a matter of morale: once

the will te resist has disappeared, revolution may succeed., Since Lenin and
Mao are in accordance on this principle, differences in tactical emphasis
.with régard to urban insurgency versus rural insurgency is really only a
sacondary matter. The crucial question for a revolutionary must bes where

may this erosion process be exploited most effectively? In the modern world,

5 the answer is that it is most effective within an uxban complex -- for it is
there that the various influences of technology, mass communications, political

i 7 " unrest and jdeological stross rosult in a condition ideally suited for rev-

L8
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- olutiQnary action, A3 eutlined in Chapter Two, it is'e#iis conditlion which
makes the urban environmont most vulnerable, and it is this vulnorability
| which guarantees increazing revolutionary attention te urban insurgency. In
Chapters Sevan and Eipht the dotalls of the erosion process are further ex-
5 amined. Wha£ ia immediately obvious is that since revolutionary thought is
opportunistic, since revolution feeds on the psychological orosion of oppos-
ition, and since urbanization means 1ncreasiqg vulnerability to psychological
erosion, urban insuréency is undoubtedly Gestined to play a central role in
future rovolutionary thinking, |
Perhaps moét‘important i3 the inevitable recognition that this principle
of erosion may be exploited fer stratepglc purposes, as wsil: if an uvrban en- .
vironment lends itself to reVOlﬁtioﬁary action becauss it is vulnerable to

i
L B 7w

erosion, it alse lends itself to strategic action éérriéd;aﬁﬂ merely to erode

e

a nation's military strength, Given the dual-warfare mission described in

Chapter One, and given the impact which urban insurgency can have on the morale

of an army, the US Army provides an ideal target for strategically-inspired

| urban insurgency -~ that is, insurgency whose objectives are not revolutionary,
bub.diveraicnary. Hofcover, urban insurgency may have strategic impact beyond
even the erosion and diversion of an army: given the technical vulnerability

‘of an industrialized nation, such insurgency provides a readily available

{ weapon for eroding a nation's ability to function effectively in an industrially

compotitive world., Few of these implications are 1ikely to ba everlooked.

5. The Popularization of Revolutionary Doctrine

The complex events of the post World War Two era may be understood in
terms of shifting strateples and slliances, ths graduel revision of certain

i

H

{

|

g - Communist beliefs and the emergence of so-called "third world" nationalistic
]

b9
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.moverments which have adopted the techniques of the early Communist revolution-

aries without necessarily identifyinpg themaclves a3 Communigts. In the un-

developed aress of the world, the application of these techniques has re-
sulted in rural puerrilla warfarc, slong the lines exploited by Mao, Ho and
Castro.. In more devoiopcd areas, the result has been urban violence. And

amid that violence, a modernizcd'revolutionary literature has been circulataed,

with emphasis upon the techniques of urban terror, Almost all of it rein-

ford¢es the earlier doctrine, which cslled for terrorism-as a prelude to urb-

sn insurrection,

Marighclia'é Minimanual of the Urbsn Guerrilla is typical of this recent -

literature. In it, Marighella identifies the task of the urban subversive:
"to distract, to wear out, to dcmé?alize" through kiaggpéing,’dssaasination,
sabotage and the probag:ndization 6f violcnce. What i#fmost"striking about
"the Minimanual is its detailed adaptation of the earlicr rovolutionary con-
cepts to the modern urban environmant: in it occur specific instructiors on
- such things as the hijacking of commercial sircraft for propaganda purposes,
the "kidnapping of a political personality....to exchange or liberate im-
prisonédvrevolutionary comradeé", the use of the telephone and postal system
to spread false informstion OP the planting of bombs, and thé employment of
. the automobile in ambushes against local police. Recent events reveal how
effective this adaptation has been, not only in Latin American but in those
urban areas linked toguother through the growth of modern technology. Mari-
ghells himself stresses the impact which subversion in one city csn have
upon the political climate in another city a hemisphere away. Throughout
the Minimanual, he proclaims the effect which terrorism at a distance can
~ have upon the United States in particular,

50
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Mariphallats political motivation remains unclear, and the Minimanual

confines itself to scorn for "Yankeé imperialism and fascist capitalism®,
revealing no political objectives beyond ths destruction of the existinrg
system, Even so, the Minlmanual echoes the insurgency doctrine of the early

Communist theorista, With its emphasis upon the robbery of banks for the

sake of ohtaining revolutionary funds, its stress upon proper timing and
careful organization, and its concern for the infiltration and neutralizat-
lon of pgovernmental security forces, the Vinimanual is clearly influenced

by the writings of Lenin ard Trotsky. Its primary eff=ct, Howcvcr, has been
not only the‘reshrfcction of Lenin's emphasis upon urban insurgency, but the

popularization of such insurgency as the focal point of revolution,

The Minimanual does pbt address itself to the féi;tibnship between

the terrorist movement ghd the development of a clanddéﬁino governmental

" apparatus which would 2ssume power once it is ready to be seized; in this

sense, Marighella's published thought is typical of many contemporary

pamphlets which emphasize revolution for its own sake, Nor doss the Mini-

manual theorize éboub the phases of the revolutionary process; insteaxd, it
providcé 2 scanario for intensifying organized terrorism to such a point
that the government in powsr finally collapses. Marighclla; unlike Lenin,
makes no distinction betwaen subversion and insurrection. In the absence
of this distinction, the éubject of mass uprising goes untreated, and what
is left is a formula via which increased viclence mzy become incipient
urban insurgency.

What is important in such work ia therefore nol% only its popularization ,

of urban insurgency, but its advocacy of a form of violence and terrorism

almost perfectly suited to the purposes of strategic insurpgency. As with

’
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aimilar revolutionary treatises which have appeared in the past decade, it

is this adaptability which makes the urban insurgency proclamations of the

Minimanual most importanf7/

6. Urban Insurpency and Tts Stratepic Implementation

Not all revolution is Communiat inspired, nor is all revolutionary in-
surpency devoted to the establishment of a Communist gov;rnmcnt. Oppression
by the po%&?nmenﬁ in power may provoke opposition from dissident groups
who disagree with éach other as to alternative forms of gnvgrnmcnt, who
nevertheless join together in revolution, and who then struggle among
thamgelves }or power -- as in the period following the Czar's abdication
in 1917. Amid such struggie, the‘supcrior organizatien ofJa Lommunist

minority may well result in its triumph, of course ~- .and, presumably, in

. 1ts awift profesaion of allliance with other Communist, powers., But in the

-

sense in which it was conceived by Lenin and aévocated Ey Trotsky, world-
wide Communist revolution as a single, coherené thrust for power may be de-
scribed as an abandoned go2l. Interrsl conflict among the major Communist
povers, plus the continved survival of the Soviet Unidn without such world-
wide revolution, have been the principle factors in this revision of Commun-
ist theory. In its place may be emerging the reliance upon revolution hbt
for ideological purposes but for strategic puvrposes.

Several major factors underlies this.possibility. The advent of nuciear
wcaponé having compromised thdir willingness to risk total wer in the settling
of conflict; the majof powers of the world hasve sought alternative stfatcgiea
and tcchﬁiques; the US doctrine of limited war was initiall& for just this

purpose. Whether or not the success of this alternative strategy in the

" Korsan War ssrved to inspire s daliberate countcr~stf&tegy i3 a matter of

5-2. .
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speculation. Perhaps more importent is the way in which urban insurgency

~’

reflects the availability of such a counter-strategy. N
This counter-stratepy is made available by the emergence of three
factors., First, the advent of technology has resulted in an unprecedented
concentration of economic and political power in the metropolitan areas of
those nations which have become modernized, The stahility of such a nation
1s thus dependent on the stability of its major cities, Seé;nd,_the source
of its economic and political strength has ironically become the greatest
vulnerability of the modern indusirialized state, simce itsﬁcitics offer
such conccntfated ﬁargcts. Third, the widespread dissemination of a
thoroughly tested and highly cffoctive blueprint for urban insurgency, avail-
able to dissident eleaments of varicd political pcrsua51cr, 'ha's’ requltcd in
a volatile mixture of rovolution;ry technique and rowolutlonary motivation,
* This mixture has already resulted in thousands of urban;cxplosions, of
varying force and varying impact. The manipulat?on @ this mixture being
possible, the cities being vulnerable, and the strength of an industrialized
nation being dependent on its cities, such a nation may be readily attacked
by the fomenting of urban insurgency within its cities ~- or, indeed, by
the fomenting of urban insurgency within cities upom which its own econony
is dependent althovgh the cities themselves are thowsands of miles away.
The stratepic variations available are enormous,
. The actual seizure of power need not be the objective of such a

counter-strategy., Hathar, its objective could be to divert the energigs
and resources of the attacked nation, forcing it to concentrats upon its

own internal problems at the expsnse of external matters. Moreover; the

attacking nation need not expése itself in the process. Relying on clan=-
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destine means to manipulste uwnrest it could, thcorct?ﬂ%lly, orchastrate

that unrest in such a way it is haintaincd at whstcver level desired. As
with 1imited war, limited insurgent war;is also possible. ‘And for the
purposse of strategic diversion, limited insurgency miy be more sultable
than insurgency broupht to a fever pitch. For the latter runs the risk

of culminating in insurrection, with the consequent risk of an abrupt ex-
tinction of the insurgert movement -- while limited insufgcncy, marked by
extreme térrorism but not accomﬁanied by serious plans for the revolutionary
geizure of power, offers itself to continuation over a sustained period

and hence offers.the gréatest prospect of diverting the sprcngth of a
nation. Since it is in this genge that urban insurgency involvcs strategic
potential, it is aléo in this sende that the absence.of 3ny, gerious coﬁment

about revolutionary objectives is most striking in Map&éﬁella's treatise

~and similsr works of modern revolutionsry advocates.

Nor must insurgency be cdnfincd to the cities with{n an attacked
pation. Given the interrelusticnship of the modern industrial cities as
described in Chipter Two, a natlon may f5nd its economic system interrupted,
its 1ﬁtcrna1 stability undermined and its foreipn alliances challenged by
the impact of urban insurgency exscuted in cities which are well outside
its own geographic boundaries. If tha attecked nation can be drawn into
divcrting its energies to the solutior of urban insurgency in some such .
third—éountry target, the compound cffect of this stratepy would be even
prester. '

Because of these possibilities, the response to urban insurgency re-
quires careful assessment of not only ths motives but also the objectives

of an insurgant movement, Tn the sense set forth in Chepter Two, it slso -

',roquir-a recognition that insurgency may bea widcsprend, concentrated on a

5k
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particular urban function and yet not even apperant to the attacked naticn
bzcause of its r«-lativc'dmpersion throuphout a network of.'interrnal and
exlernal cities, The variations on such insurgency are therefore endless,

a5 the case studies of Section II illustrate, Exactly what role the US

Army might play in tha resista'nce of such insurgency is the subject of

Section III.

| | - |  sg
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SECTION II

THE CHARACTFRISTICS OF URBAN INSURGENCY

The secret for the success of any
operation, simplo or complicated,
easy or difficult, is to rely on
determined men, Strictly speaking,
there are no easy operations. All
must be carricd out with the same
care excrcised in the case of the
most difficult, bepinning with the
choice of the human €l ement, which
mesns relying on leadership and
capacity for decision in every test.

Carlos Marighella, Minimanual of
w -+ Lhe Jrban
. ’ Guerrilla

|
Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671R000300290003-7



Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671R000300290003-7

- CHAPTER FOUR -

ORGANIZATION bF THE URBAN UNDERGROUND

). The Persistence of the Underground

Zealot reslstance to the Roman occupation of Palestline, Spartans
working within the Democratic institutions of Athens to develop dissension
and distrust of the povernment. A 558881N8 employing velective murder in
order to influence politics in the Near Fast during the crusades. Committees
of Correspondance transmitting t1nformation and propagands among the Britlsh
colonies of North America. Resistance to the German and Japanese occupation
forces. Political murders of athletes in Munich and U,S. officlals in
" Montevido and Khartoum, Rloting demonstrators attacking British troops in
in the streets of Belfaste Abductlons of Amerlcan and Q%iiish businessmen in
Argentinae Lingering low-intensity politlcal confiicts and disputes through-
out the world which are increasingly evident in metr0po]1tan areas in the form
of aircraft hijackings letter bombs, kidnappings, political murders, bank
robberies, demonstrations and riotsecoes

Whether local or internatlonal in inpact, all these activitles wvere, or
are, tased upon the existégce of an underground organizationo. This organiza=-
tion may be sophisticatﬁd or simple, large or small, but regardless of these
aspects it will be genérally organized along the traditional lines of the
$1leral underground apparatus whlch has existed throughout +he history of
man¥ind, |

The 1llegal underground apparatvs ard most of lts tachniques have Teen
exposed because of its increasing employment during the last threeo decadeq,

as wrll as a vast body of llterature which exisis describing 1t. As a result
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Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671R000300290003-7 B



Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671R000300290003-7  weesmmten: |

A 4

= thla aspect of revolutionary warfare 1s now in uso thrdW¥hout the world by

nmmerous minority groups secking to implement thelr own particular social or
political changes, Employment of 41lepal uwnderground technidues by these |
groups will continue as long as they hold promise of imposing the willl of av
minoriiy upon a majority in a short perlod of time,' Most of their succesa
has been due to the misunderstanding of, and improper recaction to these tech=
niques by governments and mecwrdlty forces throughout tho ﬁorld? |

The illegul underground apparatus, often a creation of some secret s0 —

clety; has formed the basls for reslstance or revolt throughout history, and

“thls type of organization,l; nelther new nor rare.' This typo of organiza-

tion has also often exiafed as the "other slde of the coin':‘( for many organ-
izations which appeary .or have appeared to participate legally, and openly in
the affairs of socletys ’ | ;,»’

The 1llegal underground appéxa_tus is not the jproduc’t of any one group or
of any particular period in historys However, it can be’said that durlng the
latter half of the 19th century and most of the 20th century, the Communist
Party developed and used thls form of organizatlon and 1té opcmtioﬁal tech=
niques more successfully than any other group in the history of the world.

The increased appmearance of revolutlonary warfaroe in the mid and la'ﬁé
20th centuryy particularly the use of the illegal underground apporatus and
its opemtional techniquesy is clearly a responsetoy and consistant with the
three major strateglec and tactigal conslderations which charoctorize the
conduct of modern warfare,” The flrst 1s the rlse of total war == a process

which has evolved from mass conscription of mass armles, to the complete |
involvement of all members of a population in a situation where two Opposin'g

forces are attempting to organize and control the same population, The |

57

Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671R000300290003-7

?
il
l



Declassified in Part - Sanitized Copy Approved for Release 2013/04/08 : CIA-RDP85-00671R000300290003-7

. ww accond 1s the desire of participants to escape the ¢fI¥ts of ever-increag-
ing fire-power,’ The third ig the wish of participants to keep the conflict

at a level of intenslty low enough to preclude the introduction of nuclear

Woapons !
‘ Today it may be possible to add a fourth general considerationi the desire
| of participantsy, whether oné or all are engaged in clandestine operations,
to keop the confiict at a level of intensity low enough t0 preclude any
participant from having to introduce cbnventional main force units emd/or
_weapons systemsid ,

Detection of the 111c:gall underground apparatus is usunlly difficult,
especiallv in moxre open socletiesn, R.Z'lfl especially dvring 1{;7; formative
poriod,' This often holds true until the time that the: En@qrgxtz)‘md initietes
enough overt actions to produce a pattern which may revesl '11',3 existences

78

This is due to the fact that most metrorolitan recurity lforcers Leee poliéc‘,‘

? custonsy federal investigative agencles, in the more open rocleties spend
the majority of thelr timey and focus rmoct of their activities upon crime
and criminalsy Otwvlouslyy memy.bf the carly activities of the 1llepal

underpronnd apparatus such as expropriations, theft of armg, and even murder,

w11l be confused with non~political cximinol behavior and activities, It

may be only after the "crime wave" ceases to abate tha security forces come

to realire that they have a politically motivated illegal element to deal withe
Todﬁy.‘ in cerﬁain rocietlesy involvenent in the formation and development

o.‘f_' an illesal underground apparatus may easily fall within the bounds of what

e i o e ok 1

has been described am "discretionary behavior'y Discretionary behavior is
that behavior which the majority of the population does not really believe
threatens the status quo =~ even thourh 4t may be quite violer;t or anti-gocial
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w 05 in the contoxt of u‘ﬁ%n insurgencyes Obviously Af ™. could keep the

; number of 1llegal underground organizations i a particular country or reglon

1imited in number, and tholr operatlions at such a low 1eve1"6f intensity

as to pexrmit them to be vieved as “"discretionary" by mozt of the populace,

one could then engage in a systematlo attack upon a govornmenty system, or .

group for a conslderable périod of time without elicit}?é a vigorous re-

sponse from security forcess'

LI
.

2. The Objectives of +he Underrround

*

Offensive operatlons of the 1llegal underground am;aratus a.rf' usvally
short in duration and executed by gmall teams using ofignsive tactlcs and -
following carefully made plans which emphasizes detailegﬁintelligence collec~

/
tion snd reconnassiance, rurpriae, violence, &nd mobi"i‘cy.‘.' "eep in mind that

1n the conduct of its operatlons the wnderground mugt U'bey the principles
of war PIUS the princlple of Deliberate Delays" Deliberate delay has been
described as the "prevention of disclosure and defeat in premature hostile
contacts"s In other wordss "pick your fight"y and " the fight looks
faly, bug out".

Many of these operations will be carried out during the hours of dark-
nessy however, due to the ease of evading direct fire ol small axms in an
urban environment, as by merely 'buz_ming a cornery daylight operatlons are.
quite feasl‘bie;-‘ The objectives éfb these operations arc the Mmg of '
tho morale of the vwndergroundy capturing armsy materialy fundsy or hosta=
: geo, while proving the ineffectiveness of the governments’ Ail will provide

training for nembers of the underrround apparatuse These epcrations are
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! ™ unlikely to produce any stunning defeats nf the sceurity forces and even'

less 2lkoly to result in tho total overthrow of a governmentp however, they
do ;:upport the complete specetrum o~f actiona and techniques 1i;;le'1 by the
111epad undergronsd anprrotun to f\mcf.ioxx in ean urban envivonment,!

- Upfortunately, due to thelr naturey thern offensive operations are often
the rost obvlous vortlon of the actlora of an 41legal underground apparatus
and as such attract the bulk of publieclty and povernment a‘ttention.' Far moro
important And far more dangerous in the long run is the actual underground:
apparatus 1tself and the political causes that drive ity &

The actual operation of an underground appara.tus 1s much more dangerous
? " and complicated in an urban environment than in a rural enﬁmnmcnt." The

i urban environment offers far greatei' temptations and ¢omforts to, members of

the organization than does the rural environment, Manr ,bi;porhunities will
. /

bo avallable for members of the underground apparatus to take dangerous ghort-

cuts and short=circult the more tedlous but essential securlty measures required

to reduce the risk to persomnel, equipment, and operations_in the clty, The
density of the urban population may offer more potential recruits to the
urban insurgentsy but it also harbors more potential Anformerss As a conse-
quence, it 1s vital that the organization be made up of dedl.cated personnél
and that 1t conduéts constant detalled training for 1l members, whether their
positions are administrative or operational, In additiony a Qery high level
of discipline must be maintained in order to insure a satlsfactory level of
participation and performence by 1ts membersy

© All of these conditions and factors are recognized in the traditional
tochniques of the 11legal underground apparatus end a pgreat deal of attention

is paid to them,' Some modern underground orgamizations have tended to skim
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over these realities aa time consuming and unecessary, focusing instead
upon offensive operations in hopes of short~run results, Usually they have
pald heavily for these attempted short cuts,' The Tupamaros, operating in and

v avound Montevidso,Uruguay, came close to destructlon pursulng a course consist -

ing of spontancous, uncoordinated, decentrallzed armed actionsy and have been
‘ in the process of attempting to rcﬁuild their organization along the lines
g of the traditionalAillegal_underground apparatus’ .

The experlences of both our allies and ourselves during the last two
decades should have proved to us that the design and implementation of effoc-
tive countermeasures ‘to insurgencyy whethef rural or urbany nust be predicated
upon a mvch more thorough understaning of the 11llepal undeféround apparatus

and 1ts operations coupled with increased political ammuencss op, the part

of our represcnatives closest to the sitvatlon,’ )/!.
Tt follows that there is a definate need for develoéing the ablllty of

selected officers, whether serving as advisors, staff officers; oY comman-

§ dersy to recognize the involvement and manipulatlon of varlous social and |
political activities in foreign areas by underground organizations and tech-
niques,’ To accomplish thisy 1t must be insured that fhese personnel undexr-—
stand more than just the basic terms and componénts describing revolutionary
vars They must appreciate the political significance of these activities
and theif»very sensitive nature in an wrban environment; where each act of
the partlclpants ls rapldly tra?smitted through the poyxlation and readily
emplifieds Theoy munt vnderstand not only the traditioial 11lepal underground

apparatun but also some of the modern varlations of th:se organizations, op-

erationgy and techniques, What follows is a combdnation outline and thumb~

nall sketch of the traditional 1lleral underground appiratus which forms the.

|
i
|
1
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“thase for any aetivity ir any phaso of revolutionary wor ™

Je_The Cellwlar Principle of Underrround Orxranization

The traditional underpround apparatus operating in an urban environment is
‘érganized'hierarchially; and rises from a base of cellsy through buildinés,
neighborhoods, and dlastricts to the urban or metropoiitan headquarters.' However,
some of the current illepal underground organizations, particularly those A
vhich are operating internationﬁliy; have a mch smaller étrugture than the
traditiénal organization, énd thedlr cells may be organized more along func-
tional lines for a specific peri;d.of:time; or for a specifig missions’

The goals of the wnderrround apparatus are 1llegagign@_tpe,?rimary means
used to reach these pgoals are 1lleral,’ For these rcasonsftﬁe underground will
always try to conceal the identit& of its membershlp andlihe structure of 1ts

organization,’ g

The 11legal underground apparatus can be spréad’throhghout'thd”metropolitan
nnvironment;; Ifs members come from, 81l over the urban ares and may well hold
a wide variety of soclal and ecomlc ponitions within %the area,; consequently
a well organized underground has access almost everywhereys It performs the
normal tegks of any organization in addition to those specialized tasks ré-

" gquired to keep it In business and to accomplish its owm particular endsy ’
It may be that the Lllepal vnderground apparatusy traditionally organimed;'
may perform move functions itself than any other single organization. known
to man -= except a govermment, which, of course, it is desipned to replaces

Membership may be divided into leadersy nembers, auxiliaries and eympa~

thizers,’ The leadershlp is composed of the dedicated full-time perconnel

/ | 62
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“>who are devoting nll thelr time and effort to the wnderrTund and to itn

objoctives, The regular members normally maintain their moxrmal role in the
urban arca while performing orpanizational duties and at.tendi'r;g underground
mectings and receiving training, Auxiliarfes are part=time workeré available
to the underground only for partlcular periods of timey utilized for the per—

speclal assignmentss’ Sympathizers are non-members

5 - formance of certain tasks or ;

‘ who are not apt to assist the governmont and who are gemerally well-disposed
towaxd the underground and its aimss' They may involve themselves in demon-

strations and occasionally provide other ald to the apparatusg
The primary cell 1s the basic bullding block of the 1llegal underground

apparatus and is usﬁally composed of . a leader and two membéi:a, This

I
|
i
|
i
{
]
Z composition may vary é;reatly and will be dealt with 'lgg'l;gr,I’. The leader will
,’ supervise the activities of the members and he willl be ‘the ,;)nly one to receive
W
. /
1 and transmit orders, informatlony, and material vertically or horizontally
i 85 required by the role of his cell in the underground spperatus;' The ways
| . |
f in which the primary cells may be arranged in order to bulld an underground
apparatus are limited only by imagination after carefurl evaluation of the
overall situation and your owm obJectivese Obviously the density of the

population will have an influence upon the number of cell that are, or

can bo formed,
The cells in an underground organization may or may not be highly

the undergrounds’ Oompartmentation limits or prevents contact and knowlchjG
of one member by.emother and of one cell by anothory, so on through the appara=

|

!

|

| compartmentalized == usually this wlll depend upon powverhment actions tovard
i .

]

|

; tusd If the appraratus is compartmentized apprehension of one man, or even

one celly vill not normally elther harm the apparatus or permit security

5 ‘ 63
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forces to "roll-up" any more personncl or cellp, simply because of lack

of information about other members and other cells on the part of thore
in povornment hands i J :

A further feature of the cell wonld be whether it was orsrnized
funntionnlly ox geomﬁﬂcauy." Tt might be the explosives monufacturing
ccll for the entire undergronnd or sinply a cell in @ neighborhood that
may have to perform a wlde varlety of fimctionss' Often the two are combined
and the (;cil wlll perform as the intelllgence cell for a neighborhood ory
let us say, the reéonnaissance cell for targets in Western Europes

The types of cells are broadly divided into administrative cells and
operational cells,' Specific émpl;:s of administrative célls would bejy re=
crulting, training, finance; transporty manufacturing,.lialsony etes Tx= '

amples of operational cells would bes intelligencey sabotagey psychological

. .
_operationsy assassination, armed teamsy etes During times of mass recruit-

ing and mass organizingy auyiliaxy cells are sometimes fbrmed as an ald

in handling large numbers of persdnnel and in o?der to provide a vehlcle for
testing and evaluating prospective members for the underground apparatus.
1tself, '

Arrangement of the c2lls in the organization will be based upon co'n-‘-A
ditions in the operational area and upon the imagination, training, and‘
experience of the leaders,' However the general overall arrangement wili
usually be elther in parallel or in serless

In a parallel arrancement of cells, communications and command ahd
control yun vertically and there i1s 1littley if any, contact among the |
members or cells ﬁoﬂzohﬁally. This arrangement is particularly useful

in times of danger to the apparatus and in the conduct of intellipence

6l
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W’ collection operations whers the need to dowblo check iwormation and to

maintain a back-up source of informatlon are important taskse

-1'

L. Communications and Security Within the Urbton Underpround

Cells arranged in series run horizontally and arc most useful in

activities requixing a divislon of labor such ag manufacturing (material
moves from cell to cell, each cell performing its task upon it in order

1 1 sl e ey

to produce a finished item much like an assembly line in a factorx)d
Productlon of'an underground newspaper would be another example of cells
in serles (one cell collects informptiony one cell edits it, one cell

publishes 1t, and another makes the distribution)s . _ "

Communication among the cells may be elther techn%ﬁél or non-technleal,
. 4
_formal or informale In a metropolitan area it is possible that the abundant
technical communicatlons faciiities available to the urban insurgent- .

may greatly influence his operatlons by improviﬁg hia commungcations == Coe)

telephones, small commerclal two~way radlos, and radlo and T.V. sets to
recelve his appeals and messages to the populations The urban environment

also offers easy procurement of chenlcals for production of inviaible

inks and for the components required to bulld a varlety of communications

equipment, Ify however, the underground makes usc of technical communi-

cations available to it in the city it rung the risk of compromise by

government securlty forces using wlre~tapping and other forms of electronic

purviellance,
For ‘this reason most underpground organizations will rely upon tra-

L L e o e

i . ditlonnl honuteehnical communication methodss These non-technical means
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-~ of comminication may range from visual ripnals (1amps hung in a bell
tower) to use of both 1ive and dead "drops".' A drop 1s.slmp1y a place
or pereson where messages oxr materials are left for another"éo pick up --=
thus preventing both members of the underground from being in one location
at the same time and even.from knoving one another; It could be a clerk
in a shop (a live drop) or beneath o rock in a park (a dead drop).' The
formality for communication within the organlzation depends largely upon
the size'df the cells == if they are 1arge,1nforma1 communication with
few written messages or records will be prevelants' If cells are small
the reverse is true == more wrilting and records will be n?cessary.‘ In
uﬁderground communications messagesg are normally sent by'iwo routes ‘to
insure Jelivery and great emphacis placed upon acknqqlgdgemenﬁgof message
recelpt == otherwise compromise must be assumed,’ g ,’

In generaly, most 1llegal undergrownds solve their/pmoblems of
means and methods used to coordinate over long periods of time (command
and coﬁtroi) hy centralizing their administrstive functions and decent?alizing
their operational functionsi' Too much centralization requires too much
coordiration, Too much coordination requires too much communicotion, Too
much commrnication in terms of freqnent meetings, production of docunénts;
and written messages helps the secwity forces attacklng the apparatuse
'In oxder to prevent thim condition the traditional apparatus will issuve
as many minsion type orders as possible and leave the details to the
lower echelonay’

Ssourity is clearly & Qital faotor in overy aapect of overy actlQity of
the 411opal wnderground apparatus, Baslcally the member of an 1llegal

underground apparatus is safest when he apeears to be most like every
66
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other member of the populace and doer nothing to arouse sugplcions Thin
‘w11l recuire training and self-discipline and care w111 have to be taken
to prevent accidental divulgenice of informatlon or hoantinge Marighella's
Minimnnual stresses that the urban insurgent must take cave to blend with
the popJlace in tho area of the clty that he is operating in,
Documents muat oﬂ:en be stolen, forged; or purchasnd in order for
members to exist or conduct operations, This is a 'bigger problem for the
urban insurgent because he is apt to face more paperwork and contrcl

i measures based upon paperwork than for the rural insurgent,’ Interrational

operations of an iliegal underground apparatus will require even mcre in the
way of sophisticated documentation.: . |
Close ettention is pa.id to the security of meeting and rendez svous sites
These sites are cha.nged frequently and. the times of ax:rival and departure
. of underground members is varied., In public, slgnals and passwords are used
%o Snsure that the area is clear and that both members reoognize each others
Other security measures include Snvestigation of btackgrounds of
recrults; loyalty oaths to impress members with security, limiting
personal contact among members of the underground, strict regulation of
i1iaisony; ninimization of récords,‘ and use of codes and cover identitles
and storiess
In case of capture of a inem‘ber cf the 11legal underground apparatus,
most orpanizations will exfiltrate all members the captured individual
could Sdentifys If possiblé',' all features and activities of the organiza=-
i-.ion that the captured membm could reveal are immediately altered. Because
of this, the French Army in Alglers often‘ collected Arabs at random, knowing

8 given group would protably contain some cell members, vhose cells would

thereby be exfiltrated from Alglers:
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5. The Organlzation of Demonstratlons

| The demonstration is one of the most useful, and most used, tech=
nlques of insurgencys' In the urban setting the demonstmtién takes on
added .qig'ni.ficance because it serves the functions of attracting publiclty,
involving numbers of the populaﬂon in a common activity, previding a
trainin:; vehicle for members of the vnderground organizations' And 1t
may produce a cituvation wﬁeré over-resction on the part bf the government
i1l elienate members of the populatien'

The underground organization w111 carefully examine thé groups

involved in a partlcular demonstration in order to insure that there is

feally & chance for them to control the demonstration snd turn its use

ito their own ends,! Large,planned‘demonstrations almost always,possess
the potential for transformation into mass vliolence otzgﬁch size and dura-
. tion tha£ the governmcnf may bte forced into committing errors and into
actinz in a fashion which may further>aggravatuthe sit&ation#
In some cases the underground organization may plan and execute

émall demonstrations which appear to te spontaneous, Because they use

a limited number of participants and depend a great deal upon surprise;
these tyves of demonstrations require detalled planning and a high degree
of discipline, If violent, this type of demonstration reduces the number
i of uhnecessary casualities wﬁile providing training and experience for
members of the underground apparatuse It may also provide an outlet for
more vinlent members of the organisation short of out and out terroist
) - actions,

Tho genernl techniques used to organi—ze and control a demonstration
do not vary significantly with the . rethods used to take over or "atiffen"

&8
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an on poing demonstration which the whan 1nsurgcnts‘have determined
w111 rerve their purposess In the majorlty of cases these techniques are
simple ad depend more upon discipline and training than upbn sheer
nunbers of underground participants, - Even quite large masses of teople
can be controlled by a small number of personnel using the following
techniquess’
The senior members of the underground responsible for the contiol
of the demonstration will generally keep themselves some distance from the
demonstration and any actlon occurfing as a result of the demonstrations
These leaders congfitvrte what is known as the exterior command and they
transmit thelr orders to other members of the underground apparatus
$nside the demonstration via hand and arm signals; messengers; and todayy
with the advent of small, inexpensive two-way radlo sets, even use of radlo,
The second level of lea@ership ig usually located inside the deron-
stration and has the mission of transmitting and supervising the ordefs
of the exterior command; Due to the callular form . of the underground
apparatus these may be the only underground members who know the identlty
of the exterior command, Xt is possible that the operation might be “cut-
out" thru use of messengers and/or pre-arranged signals so elaborately
that very few of the underground cells ox individual members participating
would actually know how many hembers of the undexrground apparatus were
actually participating, The second level of leadership will usmally
remain cloro %o.any glrnificant actiona that the demoastiratlon becanes in=
volved iﬁ and an o résult will usually xequire some phyrical protection
4n the forn of todyguards to perrit them to devote their attention to

supervision of the demonstration:’ The body guards will also usually have

69
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a secondary mission of insuring the escape of this interior leadexship,

even at thelr own expense, from government security forces or from other

!l

elements within the demonstration 1tselfy’
Another element of the underground within the demonstration are

the I'ntandard bearers" who may be carrying signs; banners, etce’ Inltially

the standards may reflect pofular jrsues or demandsy but as the demonstra=

tion intensifiesthe leaders may direct that these standards be changed

for standards which are more aggressive in nature, thus contributing to a

change in the tone of the demonstration, Many times important members of

the underground apnaratus iﬁvolved 4{n the demonstration may locate themselves

in the vicinity of specific standards in order that they can be easily

located by messengers and other underground particip%ggs’Qu;igg the course

»

of the demonstration .

. ” .
Someé operational cells may have highly specialized missions, One

of these would be that of "cheerleaders" who have carefully rehearsed

a variety of slogans; again varying in content and aggressiveness in order
4o alter mood and actions of the massesy These slogans will be changed
upon direction of the leaders thru the use of prearranged signals €egey
change in standards; etc:' As 4in the case of the standards the slogans
may become more sggressive as the denonstrations tecome moxe intence,
Other cells may serve to "herd" the fronty flank, rear, er seperate section
of the demonstration in order to give it shape and physical direction and,
as a result, better control by the urderground.
Some cells may serve as attack groups who take offensive action
against povernment representatives; other groups in or neer the demonstration,

or facilities whichg%ay be targets; These operational cells are normally
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had armed in some fashion (clubs, rocks, molotov cocktalls == and in rome

cares knives, prenades, and even firearmss) These cells also provide
an organized violent response if the demonstration 1g attadked, thus

intens'fylng the demonstration,
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i : CHAPTER FIVE

ADMINISTRATION AND OFERATION OF THE URBAN UNDERGROUND

1, Recrulting Procedures Within the Undexmround

In oxrder to develop an effective orpanization, the illegal under—

ground apparatus must perfofm certain basic administrative acts such as
récruiting, training, obta{ning funds, and procuring suppliess The under—
ground in a metropolltan area does not have as great a need for materlal

and equipment as does the 1llegal apparatus supporting a rural insurgency
with ita laxge military units) However, the need for recruiting and training
15 just as vital to its continued existenco as are these functions for

the continued existence of the rural arparatus,’ Thﬁ,?fba? apparatuq will

usually use the simplest and easiest technlques, to accompiish these

174
;j essential housekeeping activitiess Withou® -continuous recruiting, the under—

el 1l

| ground, like all organizations, would cease to grow and’ perhaps cease
to exist,' Howevery the illegal underzround apparatus does not norrally need
really great numbers to accomplish 1te eimse A large organization makes
some operations easier; but in the metropolitan area personnel are not |
necessarily as important as technical skills, dedicationy and tighi or-
ganizationy'

The techniques used in recrulting will vary with the organizqtionQ 